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General information

Copyright notice
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as a commitment by Waters Corporation. Waters Corporation assumes no responsibility for
any errors that may appear in this document. This document is believed to be complete and
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consequential damages in connection with, or arising from, its use. For the most recent revision
of this document, consult the Waters website (www.waters.com).
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Windows® is a registered trademark of Microsoft Corporation in the US and/or other countries.

All other trademarks are property of their respective owners.

Obtaining Waters software and software updates
Use the Waters Digital Software Delivery and License Entitlement platform to obtain Waters
software products, including licensed applications and additional free-of-charge items such as
instrument drivers and example projects.

The platform provides:

• Immediate digital access to released software and additional downloads

• Email notification of new releases

• Access to version-specific product documentation through a secure link to www.waters.com

• Secure searching and sharing of software entitlements

To access the Digital Software Delivery and License Entitlement platform, contact the
designated Software Manager for your organization. The Software Manager is typically a system
administrator or someone responsible for implementing software and activating licenses within
your organization. From within the platform, the Software Manager can securely manage and
distribute software entitlements to others within your organization, providing organizational
control of your software assets.

If you are a Software Manager or the person responsible for acquiring this product for your
organization and have not yet arranged for access to this platform, work with your Waters
sales representative to begin the secure onboarding process. After you complete the onboarding
process, you can access the software delivery and license entitlement platform through your
www.waters.com user profile at waters.com > My Account [Hello, username] > Profile >
Download Software Entitlements.

Customer comments
We seriously consider every customer comment we receive. Help us better understand what you
expect from our documentation so that we can continuously improve its accuracy and usability.
To report any errors that you encounter in this document or to suggest ideas for otherwise
improving it, reach us at tech_comm@waters.com.

Contacting Waters
Contact Waters with technical questions regarding the use, transportation, removal, or disposal of
any Waters product. You can reach us through the Internet, telephone, or conventional mail.
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Contact method Information

www.waters.com The Waters website includes contact
information for Waters locations worldwide.

iRequest iRequest is a secure Web service form that
allows you to request support and service
for Waters instruments and software or to
schedule a planned service activity. These
types of support and services may be included
as part of your maintenance or support plan
or your active license subscription. You may
be charged for the requested service if you do
not have appropriate plan coverage for your
product.

Note: In areas managed by authorized
distributors, iRequest may not be available.
Contact your local distributor for more
information.

Local office contact information For worldwide locations, telephone and
conventional mail information is available at the
Local Offices website.

Corporate contact information Waters Corporation
34 Maple Street
Milford, MA 01757
USA
From the USA or Canada, phone
800-252-4752.

Audience and purpose
This guide is intended as an aid to administrators of both the Waters Empower 3.10.0 Enterprise
client/server system and the Empower 3.10.0 Workgroup configuration.

References in this guide to an Enterprise server also pertain to a Workgroup server, and
references to an Enterprise client also pertain to a Workgroup client.
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1 Introduction

This guide describes the hardware and software requirements, system administrative tasks, and
security settings and policies for the Empower server.

For details on the requirements for each Empower node, see the Introduction and the section
"Hardware and software requirements" in the Empower 3.10.0 Installation, Configuration, and
Upgrade Guide (715009802), and consult your Waters deployment specialist.

For information on how to back up and restore the Empower 3.10.0 database on an Empower
Personal system, refer to the "Backing up the Empower Personal database" and "Restoring the
Empower Personal database" topics in the Empower online Information System.

1.1 Typical system configurations
Empower software can operate in the following configurations:

• Empower Personal

• Empower Workgroup

• Empower Enterprise

In all these configurations, you can configure an unlimited number of chromatographic systems in
the software.

Restrictions:
• For both an Empower Personal workstation and per LAC/E device, you can connect and

control or bring online only up to four chromatographic systems at one time, depending on the
type of instruments attached.

• You can bring online concurrently only the number of system licenses and associated third-
party licenses activated.

Note: The number of actively running systems allowed may vary depending on modules
and use cases. Review the "Supported chromatography data software" section in the Waters
Driver Pack 2023 R1 Installation and Configuration Guide (715006278) for the instrument
connection rules and restrictions.

The following figures show typical Empower Personal, Empower Workgroup, and Empower
Enterprise configurations. Your configuration may vary.

Tip: You can identify your configuration by viewing the installation log.
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Figure 1–1: Empower Personal
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Figure 1–3: Empower Workgroup/Enterprise setup including a LAC/E device with
Empower RapidDeploy software and separate Empower Services server
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1.2 Software description
Empower software allows you to control chromatographic instrumentation and acquire data,
process data interactively or in the background, customize management of project information,
and customize report design and generation.

This section describes the software components required to implement the Empower 3.10.0
Enterprise or Workgroup systems.

1.2.1 Server software
The server software comprises these components:

July 9, 2025, 715009803 Ver. 00
Page 12



• Operating system

• Microsoft Windows Server 2022 Standard

• Microsoft Windows Server 2025 Standard

• Red Hat Enterprise Linux 9.6

Note: In a Red Hat environment, the Raw Data file share must be on a separate file
server, and it must be a Windows-based file server.

• Oracle Enterprise Edition

• Version 19.20.0.0 64-bit for Windows

• Version 19.20.0.0 for RedHat

• Empower 3.10.0 Enterprise or Workgroup software

Windows Server operating systems
The Windows Server operating systems provide built-in networking utilities, protocol handlers,
and services including basic file and print services and client/server application functionality.

Oracle Enterprise Edition 19c server
The Empower relational database resides on the server in an Empower Enterprise/Workgroup
configuration. Information from projects, such as processed results, sample identifiers, and
methods, is stored in the Empower database.

See also: For details about how to set up the projects directory, see the Empower 3.10.0
Installation, Configuration, and Upgrade Guide (715009802).

Raw data files
Raw data files are separate from database files. The raw data files are stored in the location
defined during Empower deployment. The defined location for raw data files can be the database
server or a separate file server. In a Linux-type deployment, the raw data server is always
separate from the database server because the raw data share must reside in a Windows
environment.

1.2.2 Client software
The client software comprises these components:

• Operating system

• Windows 11 Professional or Enterprise, version 24H2

• Windows 10 Professional or Enterprise, 64-bit version 22H2

• Windows 10 Enterprise LTSC 2021 (including IoT)

• Windows 10 Enterprise LTSB 1607
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• For a Citrix server installation - Microsoft Windows Server 2025 or 2022 Standard

• For a Remote Desktop Services installation - Microsoft Windows Server 2025

• Oracle Client Software version 19.20.0.0 32-bit

• Empower 3.10.0 Enterprise or Workgroup client software

Windows operating systems
The Windows operating systems provide built-in networking utilities, protocol handlers, and
services including basic file and print services and client/server application functionality.

The client software runs on the PC or server and communicates with the appropriate software
components on the server. Empower 3.10.0 uses the basic services of the operating system for
the following:

• Management of raw data files on the server or other computer on the network

• Access to other Empower 3.10.0 clients and LAC/E devices

• Access to network printers

Oracle Client Software
The Empower relational database resides on the server in an Empower Enterprise/Workgroup
configuration. Information from projects, such as processed results, sample identifiers, and
methods, is stored in the Empower database. Empower uses the Oracle client to access the
Empower database via Oracle's Transparent Network Substrate (TNS) technology. TNS connects
the client to the Empower database through TCP/IP Protocol, enabling Empower 3.10.0 software
access to the Empower data.

Note: To determine which operating system your Empower client type (Citrix-based client,
Standalone Empower client, or other) supports, refer to the Empower Release Notes
corresponding to your client device installation.

1.3 System administration
Managing the Empower 3.10.0 Enterprise or Workgroup system involves maintaining all the
hardware components, operating system software, networking components, and application
programs that make up the Empower 3.10.0 software. It also requires system administrators
to know the system’s workload so that they can anticipate changes, problems, and growth.

1.3.1 System administrator qualifications
System administrators are responsible for the smooth and efficient daily operation of the
Empower system. They control and maintain the system by performing the system administration
tasks listed in System administration tasks (Page 15).

Recommendation: The Empower Administrators' course provides system administrators an
ideal preparation for managing an Empower environment.
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To effectively administer the Empower 3.10.0 system, administrators must be familiar with the
operation of the hardware and software listed in the following tables.

Table 1–1: Hardware

Hardware Reference

Server computer and
peripherals

• Server documentation

• Empower 3.10.0 Installation, Configuration, and Upgrade Guide
(715009802)

• Waters informatics support personnel

Empower LAC/E
device

• Empower 3.10.0 Installation, Configuration, and Upgrade Guide
(715009802)

• Waters Business Continuity LAC/E (BC LAC/E) with SecureSync
Installation and Configuration Guide (715006885)

Empower LAC/E
device with
RapidDeploy software

Empower 3.10.0 Installation, Configuration, and Upgrade Guide
(715009802)

Empower clients Empower 3.10.0 Installation, Configuration, and Upgrade Guide
(715009802)

PCs and printers PC and printer manufacturer’s documentation

Table 1–2: Software

Software Reference

Windows Server 2022
Standard Edition

Microsoft Windows documentation

Windows Server 2025
Standard Edition

Microsoft Windows documentation

Oracle 19c Oracle 19c Server online documentation

Windows Desktop Microsoft Windows documentation

Red Hat Enterprise
Linux

Red Hat Linux documentation

1.3.2 System administration tasks
This section describes the routine and periodic system administration tasks that administrators
must perform to keep the Empower 3.10.0 system running efficiently. The following tools can
assist with these tasks:

• Empower online Information System (Empower Help)

• Empower 3.10.0 Configuration Manager
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• Getting Started with Windows Server 2022

• Getting Started with Windows Server 2025

• Waters Database Manager (WDM) Help

See also: Waters Database Manager (Page 29) topic in this document.

1.3.2.1 Routine tasks
You should perform routine system administration tasks regularly: once daily, once each shift
(every eight hours), or once a week. Routine and periodic system administration tasks apply to
both the server and the client.

1.3.2.2 Tasks performed from an Empower client
You initiate periodic and routine client tasks from the Empower Configuration Manager on the
Empower client. The following table lists typical routine tasks that apply to clients.

Table 1–3: Tasks performed from an Empower 3.10.0 client

Task Reference Recommended
frequency

Backing up projects Empower online Information System Periodically

Restoring and deleting projects Empower online Information System As needed

Managing user types Empower online Information System As needed

Managing users Empower online Information System As needed

Managing user groups Empower online Information System As needed

1.3.2.3 Tasks performed from the Empower server
The following table lists typical server tasks and references.

Table 1–4: Tasks performed from the Empower 3.10.0 server

Task Reference Recommended
frequency

Confirming disk space and
status

Empower online Information System Daily

Backing up the Empower
database (store these backups
in a secure location not on the
database server)

Empower online Information System
Waters Database Manager (WDM)
Help

Full Level 0 weekly and
Incremental Level 1 daily
(minimum)

Deleting or archiving unneeded
files

Empower online Information System As needed
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Table 1–4: Tasks performed from the Empower 3.10.0 server (continued)

Task Reference Recommended
frequency

Archiving alert logs Section Archiving alert logs (Page
42) in this document

Quarterly

Managing raw data files Empower online Information System As needed

Review OS events and
Empower audit trails for
unauthorized logins

Empower online Information System Daily

Review OS events and
Empower audit trails for
exceptional events: warning,
errors

Empower online Information System Daily

1.3.3 System administrator's log
Waters recommends that you set up and maintain a system administrator’s log to record all
system administration tasks. Recording of most system administration information, such as the
amount of free disk space or the date of the last backup, is now automated in Waters Database
Manager (WDM). However, keep a record of any problems you encounter with the system, as
well as the resolution. See Appendix A (Page 91) for sample log forms.
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2 Managing the server

2.1 Network considerations
The Empower Enterprise/Workgroup system requires a domain-based network infrastructure.

Note: Waters does not recommend or support non-domain configurations.

The domain controller may act as a time server on your network, or you may be using a Network
Time Protocol (NTP) server. The active directory and database server should not be on the same
machine.

To maximize service time and minimize issues related to the network environment, Waters
recommends that you adhere to the following requirements:

• All Empower-related user accounts and computers should reside within the same domain.

• If you are using real-time virus scanning, follow the instructions from Virus scanning (Page
20).

• After you install Empower software you cannot change the name of the server. Waters
recommends the use of a static IP (Internet Protocol) address for Empower servers. If the
static IP address is not configured, set the IP to reserved in the DHCP (Dynamic Host
Configuration Protocol).

• The server name must begin with an alphabetic character (A to Z) and cannot begin
with a numeric character (0 to 9). Empower123 is acceptable for a server name, but not
123Empower. The host name should not contain more than 15 characters or symbols.

• Configure Windows Updates to notify you before downloading and installing new updates.
Windows updates must not be run automatically and must be applied on a scheduled basis,
when the load on the environment is minimal.

• Configure preferences in Waters Database Manager (WDM) to notify you by email when
tablespaces reach a user-defined size. Doing so helps you monitor database space usage.
See the Waters Database Manager Online Help for more information.

• When you add an Empower server, an Empower LAC/E device, or an Empower client
to a domain, ensure that the Windows network discovery functionality is turned on for
these computers. For more details, see the Empower 3.10.0 Installation, Configuration, and
Upgrade Guide (715009802).

Note: Add client and LAC/E devices to the domain prior to installing Empower 3.10.0.
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2.1.1 Synchronizing Empower software and Windows time
To avoid any discrepancy, synchronize the Waters Empower software time with the time on the
host Windows operating system. Observe the following requirements when configuring the time
settings:

• Synchronize all Empower-related computers (clients, LAC/E devices, and servers) with an
external time server.

• Ensure that the Empower software time zone matches the time zone on the host Windows
operating system.

• Configure the operating system to automatically adjust the clock for daylight saving time.

To synchronize Empower and Windows time:

1. Click Start > Control Panel > Clock, Language, and Region (with Category view
selected) > Date and Time.

2. On the Date and Time tab, click Change the time zone.

Note: If you are prompted for an administrator password or confirmation, type the
password or provide confirmation.

3. In Time Zone Settings, select the Automatically adjust clock for Daylight Saving Time
check box, and then click OK in each open dialog box.

4. In Empower > Configuration Manager > Nodes > Node properties, ensure that the
Empower time zone matches the operating system time zone.

2.1.2 Confirming regional settings
If you are installing Empower software on an English-language computer, you must confirm that
your Windows regional settings are configured for English (United States).

To confirm that the regional settings are correct:

Note: Do not change the default English (US) date format. The symbols for English (United
States) use decimal formatting, not comma formatting, which is important when displaying
numeric values (12.56, not 12,56). Do not change the default short and long date formats.

1. From Control Panel (Category view), under Clock, Language, and Region, click Change
date, time, or number formats.

2. In the Region dialog box, ensure that English (United States) is selected as the format in
the Formats tab.

2.1.3 Antivirus considerations
Some real-time virus scanners mistake normal data acquisition and instrument control for virus
activity, and thus interfere with proper operations. Full-system scans and live updates can be
network-intensive, disk-intensive, and CPU-intensive, and they can also interfere with normal
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data acquisition. Schedule scans and updates for idle times when data acquisition does not
occur.

Certain antivirus program features such as "intrusion prevention", "tamper protection", and
"heuristic analysis" can also interfere with normal operation. If you observe issues with the
software, review and verify the antivirus logs. It may be necessary to white-list any affected
components.

2.1.3.1 Virus scanning

Requirement: If you are using real-time virus scanning and notice problems after installation,
exclude all Empower-related directories and their sub-directories from the scans.

Note: Special provision for Empower software may also be required if you have Advanced
Threat Detection software running on your systems.

Waters recommends that you exclude the following folders from scheduled virus scans:

Table 2–1: Antivirus exclusions: Database Server

Database Server a

Folders and
subfolders

%:\Empower - (Programs Files directory)
%:\WatersCDSArchive2DB
%:\EmpowerDatabase
%:\Empower\Oracle\Fast_Recovery_Area (default WDM backup folder)

Note: If you use a custom WDM Backup repository, add that to the
antivirus exclusion list to replace this default.

%:\Empower\Projects (Raw Data Files Directory)
%:\WatersCDSArchive1DB
%:\WatersCDSMirrorDB
C:\Program Files\Oracle
C:\Program Files (x86)\Oracle
C:\Program Files (x86)\Waters

Processes C:\Program Files (x86)\Waters\Deployment Manager\WatersCDSDM.exe
%:\Empower\Bin\checksum.exe
%:\Empower\Bin\cmgr.exe
%:\Empower\Bin\Compare.exe
%:\Empower\Bin\Empower.exe
%:\Empower\Bin\ImmdSrvr.exe
%:\Empower\Bin\InEditor.exe
%:\Empower\Bin\InstrumentServer.exe
%:\Empower\Bin\MessageCenter.exe
%:\Empower\Bin\ManTune.exe
%:\Empower\Oracle\Oracle19c\Bin\oravssw.exe
%:\Empower\Bin\procmon.exe
%:\Empower\Bin\ProcSrvr.exe
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Table 2–1: Antivirus exclusions: Database Server (continued)

Database Server a

%:\Empower\Bin\project.exe
%:\Empower\Bin\QuickSet.exe
%:\Empower\Bin\QuickStart.exe
%:\Empower\Bin\Report Publisher.exe
%:\Empower\Bin\Review.exe
%:\Empower\Bin\RptViewer.exe
%:\Empower\Bin\SysMon.exe
%:\Empower\Bin\Waters.Licensing.Wizard.exe
%:\Empower\Bin\WatersNetConfig.exe
%:\Empower\Bin\WatersPrintCaptureDriverInstall.exe
%:\Empower\Bin\WatersService.exe
%:\Empower\Oracle\Oracle19c\bin\tnslsnr.exe
%:\Empower\Oracle\Oracle19c\oracle.exe
%:\Empower\Oracle\Oracle19c\apex\Listener\WatersDatabaseManagerLi
stener.exe
%:\Empower\Bin\WatersService.exe

a. Replace the "%" symbols in the table with the drive letter.

Table 2–2: Antivirus exclusions: LAC/E devices/Thick Clients/Citrix Application Servers

LAC/E devices/Thick Clients/Citrix Application Servers a

Folders and
subfolders

%:\Empower
C:\Program Files (x86)\Waters
C:\Program Files (x86)\Waters Instruments
C:\Program Files\waters instruments
%:\Empower\Instruments\AgilentLC

Processes C:\Program Files (x86)\Waters\Deployment Manager\WatersCDSDM.exe
C:\Program Files (x86)\Waters\ICS\Companion\ICSCompanionSvc.exe
C:\Windows\Waters.WatersEmbeddedService.exe
%:\Empower\Bin\checksum.exe
%:\Empower\Bin\cmgr.exe
%:\Empower\Bin\Compare.exe
%:\Empower\Bin\Empower.exe
%:\Empower\Bin\ImmdSrvr.exe
%:\Empower\Bin\InEditor.exe
%:\Empower\Bin\InstrumentServer.exe
%:\Empower\Bin\MessageCenter.exe
%:\Empower\Bin\OQ.exe
%:\Empower\Bin\procmon.exe
%:\Empower\Bin\ProcSrvr.exe
%:\Empower\Bin\project.exe
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Table 2–2: Antivirus exclusions: LAC/E devices/Thick Clients/Citrix Application Servers
(continued)

LAC/E devices/Thick Clients/Citrix Application Servers a

%:\Empower\Bin\QuickSet.exe
%:\Empower\Bin\QuickStart.exe
%:\Empower\Bin\Report Publisher.exe
%:\Empower\Bin\Review.exe
%:\Empower\Bin\RptViewer.exe
%:\Empower\Bin\SysMon.exe
%:\Empower\Bin\Waters.Licensing.Wizard.exe
%:\Empower\Bin\WatersNetConfig.exe
%:\Empower\Bin\WatersPrintCaptureDriverInstall.exe
%:\Empower\Bin\WatersService.exe
%:\Empower\Instruments\AgilentLC\PreConfigClient.exe
%:\Empower\Instruments\AgilentLC\PreConfigService.exe
%:\Empower\Instruments\Bin\ACQUITY UPLC Columns Calculator.exe
%:\Empower\Instruments\Bin\AcquityAAO.exe
%:\Empower\Instruments\Bin\AcquityAAOLogin.exe
%:\Empower\Instruments\Bin\AcquityBSMServer.exe
%:\Empower\Instruments\Bin\AcquityCCBSMServer.exe
%:\Empower\Instruments\Bin\AcquityCCMServer.exe
%:\Empower\Instruments\Bin\AcquityCMServer.exe
%:\Empower\Instruments\Bin\ACQUITYConsole.exe
%:\Empower\Instruments\Bin\AcquityELSDServer.exe
%:\Empower\Instruments\Bin\AcquityFLRServer.exe
%:\Empower\Instruments\Bin\AcquityFTNServer.exe
%:\Empower\Instruments\Bin\AcquityISMServer.exe
%:\Empower\Instruments\Bin\ACQUITYLog.exe
%:\Empower\Instruments\Bin\AcquityMDServer.exe
%:\Empower\Instruments\Bin\AcquityMethodEditor.exe
%:\Empower\Instruments\Bin\AcquityPDAServer.exe
%:\Empower\Instruments\Bin\AcquityPlotViewer.exe
%:\Empower\Instruments\Bin\AcquityQSMServer.exe
%:\Empower\Instruments\Bin\AcquityRIServer.exe
%:\Empower\Instruments\Bin\ACQUITYServer.exe
%:\Empower\Instruments\Bin\AcquitySMServer.exe
%:\Empower\Instruments\Bin\AcquitySQD2Server.exe
%:\Empower\Instruments\Bin\AcquitySQServer.exe
%:\Empower\Instruments\Bin\AcquityTQServer.exe
%:\Empower\Instruments\Bin\AcquityTUVServer.exe
%:\Empower\Instruments\Bin\AutoLoader.exe
%:\Empower\Instruments\Bin\rAcquityFTNServer.exe
%:\Empower\Instruments\Bin\rAcquityQSMServer.exe
%:\Empower\Instruments\Bin\W2414Server.exe
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Table 2–2: Antivirus exclusions: LAC/E devices/Thick Clients/Citrix Application Servers
(continued)

LAC/E devices/Thick Clients/Citrix Application Servers a

%:\Empower\Instruments\Bin\W2424Server.exe
%:\Empower\Instruments\Bin\W2475Server.exe
%:\Empower\Instruments\Bin\W2489Server.exe
%:\Empower\Instruments\Bin\W2707Server.exe
%:\Empower\Instruments\Bin\W2998Server.exe
%:\Empower\Instruments\Bin\WatersFileService.exe
%:\Empower\Instruments\Bin\WFMAServer.exe
%:\Empower\Instruments\Bin\WatersFileService.exe
%:\Empower\Instruments\Firmware\Loader.exe
%:\Empower\Instruments\Waters DHCP Server Configuration.exe
%:\Empower\Instruments\WDHCPServerSvc.exe

a. Replace the "%" symbols in the table with the drive letter.

2.1.4 Group Policy Objects
System administrators use Group Policy Objects (GPOs) to define and enforce settings in an
Active Directory network. Administrators can apply settings to users and computers based on
locally defined group and site membership criteria.

Before defining GPOs in an Empower network, keep in mind that Empower software relies on
remote access, the Distributed Component Object Model (DCOM), and mTLS certificates that
secure REST services for RapidDeploy software. GPO configurations that affect PowerShell,
power management, access to security certificates, and COM/DCOM settings may prevent
proper installation or operation of Empower software.

Guidelines
If you use GPOs in an Empower network, Waters recommends that you follow these guidelines:

• Place Empower nodes in their own Organizational Unit (OU). For the OU, define GPOs that
minimize allowable changes.

• Establish a secondary (Test/Dev) Empower environment where you test Group Policy
Objects, Microsoft hotfixes, and service packs before applying them to the production
environment.

• Grant administrators full access to the registry and file system so that they can properly install
software.

• Limit changes to the file system protections that the Empower application expects.
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2.1.5 mTLS certificates
Empower Client communications with the LAC/E with RapidDeploy software are mediated
by Empower Services, and the LAC/E with RapidDeploy software communications with the
Empower Server are also mediated by Empower Services.

Empower Services are REST-based and secured using mTLS certificates, which may be
provided within a customer Public Key Infrastructure (PKI) or as self-signed certificates generated
using the Empower Certificates Generator utility tool that Waters provides. For full details, see
section 7.4, "Generating security certificates for Empower RapidDeploy environments", in the
Empower 3.10.0 Installation, Configuration, and Upgrade Guide (715009802).

2.2 Windows user accounts
Windows user accounts allow access to various system functions. These user accounts can be
local or domain. Use local user accounts for Empower Personal workstations and domain user
accounts for Empower Workgroup or Enterprise installations. You create local user accounts in
the user management utility of the computer and cannot use them to log in to other computers.
You create domain user accounts in the user management utility of the domain controller. By
default, domain users can log in to any computer that is a member of the same, or a trusted,
domain.

These accounts permit access to the Windows operating system:

• User accounts (local or domain)

• Accounts that are part of the Administrators group (local or domain)

Note: Domain accounts that are part of the local Administrators Group are a requirement for
deployment but not for application usage.

2.2.1 Windows domain user account privileges
Use domain user accounts to log in to the operating system of Empower 3.10.0 clients. By
default, domain users have limited access to local resources. After you install Empower 3.10.0
software on the client, domain users have access to Empower 3.10.0-related program files. The
type of access depends on the domain policies in effect. Domain accounts need the required
privileges to read or access the Empower client-related files and to read from the raw data
share on the server. If you modify these permissions, users may not be able to perform normal
Empower 3.10.0 software functions, such as creating or modifying instrument methods or viewing
data in Review.

2.2.2 Windows administrator account privileges
Use an account with appropriate privileges to log in to the Empower 3.10.0 Enterprise/Workgroup
server when you need to perform system administration tasks.
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The Windows Server administrator account includes all privileges on the server. With
administrator account privileges, you have full access to these files and directories:

• All public, personal, system files and directories

• Empower 3.10.0 database files

• Empower 3.10.0 raw data files

• All Windows Server user accounts and account information on the local machine

For more information on Windows Server privileges, see the Microsoft Windows Help and user
documentation.

Important: Use caution when you access the Windows Server using an administrator account.

2.3 Managing the server disk space
The operating system disk management Properties dialog box provides several tools to help
manage disk space. This section covers the following topics:

• Confirming the amount of free disk space

• Increasing free disk space

• Defragmenting the hard disk

2.3.1 Checking free disk space
To avoid hard disk problems, and to maintain server performance, limit server hard drive use
to no more than 80% of full capacity. The Windows operating systems provide utilities such as
Windows Explorer and Disk Management to help you manage server disk space.

In a standard configuration, disk space on the server is used mainly by the Oracle database files,
and by raw data acquired with Empower 3.10.0 software. The size of raw data files created in
Empower 3.10.0 software is related to the sampling rate, the type of data collected (for example,
2D versus 3D), and the run time used to collect data. The database size also expands with
usage. For instance, the archived redo logs generated by database activity grow over time, until
they are cleaned up during database backups.

In Empower 3.10.0 software, you can define multiple raw data paths. Before doing so, inspect
disk space on each drive where raw data files will be stored.

See also: Managing raw data files (Page 57) for more information.

Requirement: To avoid degradation in system performance, system administrators must
inspect available disk space regularly or set up automated processes to do so. Determine and
record available disk space based on Empower usage intensity.

Use the following procedure to determine the amount of free disk space on the server.
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To determine free disk space on the server:

1. On the desktop, right-click Computer, and then select Manage.
2. In the Server Manager window, click Storage > Disk Management.
3. Right-click a drive letter, and then select Properties to verify that there is available disk

space.

Tip: There are also third-party utilities available to monitor and alarm or send an email
when disk space reaches a user-defined size.

2.3.2 Increasing free disk space
Use the following methods to increase free disk space:

• Archiving projects

• Adding a hard disk

• Moving project raw data to another file share on a separate drive or server

• Expanding the volume on a VM

• Ensuring that backups are running correctly to clean up the archive logs

• Adding an additional raw data share

2.3.2.1 Archiving projects
Archiving projects involves backing them up, and then deleting them from the database. For
details, see the procedures on archiving projects in the Empower online Information System.

Waters offers several automated archive options for Empower 3.10.0 software. For more
information, contact your local subsidiary or visit www.waters.com.

2.3.2.2 Adding a hard disk
Another way to increase free disk space is to add a hard disk to your Empower 3.10.0 system.

Note: This would require the migration of an existing raw data file share or creation of a new
one.

For more information, see the hardware and Windows documentation that accompanies your
server.

2.3.2.3 Moving project raw data
Moving your raw data to a larger storage location on another drive or computer on your network
adds additional storage capacity.

See also: Managing raw data files (Page 57) for more information.
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2.3.3 Defragmenting the hard disk
Hard disk fragmentation occurs when you delete files from a disk and then create or add new
files on the same disk. If left unchecked, disk fragmentation can slow system performance. The
Windows operating system contains a defragmenting utility.

Recommendations:
• Exclude the drives that host the database data files.

• Perform the defragmentation of disk drives at times with little or no Empower system usage.

To access the Disk Defragmenter utility:
On Empower systems running on Windows Server 2025 or 2022, from Start, click Server
Manager > Tools > Defragment and Optimize Drives.

For information on using the Disk Defragmenter utility, see the operating system Help.

2.4 Stop and start services on the server
If you encounter communication problems involving database and raw data shares, you may
need to stop and start Waters services on the server. The server contains these Waters services:

Service Definition

WatersService Allows computers on which it is installed to act as
a file server and to be contacted remotely from
other Empower nodes for setting up instruments,
reboot, and qualification requests. The file server
contains the raw data shares configured within the
Empower software. The service provides secure
access to Empower raw data files via the Empower
application.

Empower Services Allows computers on which it is installed to
be contacted remotely by LAC/E devices with
Empower RapidDeploy software in order to transfer
acquisition-related metadata using the REST
interface. The service provides a secure means
to transfer information, which is then stored in the
Oracle Database.

Note: The Empower Services is installed, by
default, on the Empower Server, but may be
installed on another machine. If using Empower
Services on another machine, ensure that Empower
Services is started on the other machine.
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Service Definition

Waters Database Service Listener Required service for the Waters Database
Manager. RESTful listener facilitates communication
with APEX for the Waters Database Manager
application.

OracleServiceWATn Required service for the database instance.

Note: After restarting OracleServiceWATn
you must also restart
OracleEmpowerOracle19cTNSListener.

OracleEmpowerOracle19cTNSListener Required service for the database.

OracleJobSchedulerWATn Service present but not required.

OracleVssWriterWATn Service present but not required.
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3 Managing the Empower database

This chapter explains how to use the Waters Database Manager to manage the Empower 3.10.0
database.

Management tasks covered in this chapter:

• Waters Database Manager

• Starting and exiting Waters Database Manager

• Database file organization

• Configuring the Windows DBA account

• Manage Database User Accounts

• Record database information

• Adding tablespace datafiles to the database

• Archiving alert logs

• Shutting down and starting up the Empower 3.10.0 database

3.1 Waters Database Manager
Manage the Empower 3.10.0 database using the Waters Database Manager (WDM) Web
application to monitor database backups and storage.

Important: To avoid compromising the functionality of Empower 3.10.0 software, requiring its
re-validation, do not perform additional database tuning. Contact your Waters data specialist
before implementing any database changes.

3.2 Using the Waters Database Manager
When starting Waters Database Manager for the first time, you must type a valid username and
password. The default user account has administrator (SYSADMIN) privileges, which allows you
to create other user accounts with SYSADMIN or read-only privileges.

Tip: The default login username\password is administrator\administrator.

You can log in to Waters Database Manager using these browsers:

• Google Chrome

• Microsoft Edge
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• Firefox

• Safari for iPad iOS 7.1

3.2.1 Starting and exiting the Waters Database Manager

To start the Waters Database Manager application:

1. Use one of the following methods to start Waters Database Manager:

• From an Empower server, click Start > Waters Database Manager, and then select
Waters Database Manager for (PDB name).

• From a supported browser, type the Web url http://<computer_name>:8181/
ords/<PDB_name>/f?p=Waters into the address bar, substituting the computer
name for the database server and database PDB name. For the connection to work,
you must ensure that port 8181 is configured correctly in the database server firewall
(which is done by default during WDM installation) and is accessible from the client.

Note: By default, the PDB name is EMPPDB1.

2. When the Waters Database Manager Login screen appears, type a valid username and
password, and then click Login.

Result: The dashboard appears, providing several options for managing the database.

Note: The maximum idle time for a session is 10 minutes. You can log on to the Waters
Database Manager application as often as necessary.

3. When your work is complete, to exit the Waters Database Manager, click the down arrow
next to your user ID in the upper right-hand corner of the dashboard, and then click Sign
Out.

3.3 View and configure alerts
Waters Database Manager can notify you by email when the database is in a critical state and
these events occur:

• Tablespaces exceed the specified threshold.

• Alert and listener logs grow excessively large.

• Oracle errors are found in the log file.

Note: Alert notifications are not enabled by default after installation. To receive alerts, you must
first apply the alert settings, enable the alerts, configure the SMTP server settings, and then
configure users to receive the alert notifications.

You can customize alerts and thresholds. Alerts identify problematic situations that require your
attention. Thresholds define the criteria that determine when an alert issues. For example, you
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can specify that WDM alerts you by sending an email when the listener log grows too large or if a
tablespace is 95% full.

When the specified threshold is exceeded or an Oracle error occurs, an email notification is sent
to users whose accounts are configured to receive notifications.

Tip: If an Oracle error occurs during backup and the user configured Oracle error alerts, the user
receives notification of that Oracle error.

3.3.1 Customizing alerts and thresholds

To customize alerts and thresholds:
From the Server tab, go to the Configure Notifications page, perform these tasks, and then click
Apply and Enable for each area.

Table 3–1: Notifications

Field Definition

Tablespace Sizes Specify the percent to which the tablespace is
filled before issuing a notification.
Specify the frequency (in hours) to confirm the
tablespace size.
Select the tablespaces to check.

Alert and Listener Log Sizes Specify the alert and listener log size (in
megabytes) before sending an alert notification.
Specify the frequency (in hours) to check the
alert and listener log sizes.

Oracle Alert Log Errors Specify a list of Oracle errors to exclude from
the check. Specify the frequency (in hours) to
check the log for Oracle errors.

Requirement: After you configure the alerts, you must perform the following tasks:

• Configure SMTP server settings.

• Configure the WDM users to receive the alert notifications.

3.3.2 Configuring the software to ignore specific Oracle errors for
alert purposes

To configure the software to ignore specific Oracle errors for alert purposes:

1. Log on to Waters Database Manager.
2. From the Dashboard, click Server, and then Configure Notifications.
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3. To add or remove Oracle errors, click Manage List.
4. In the Manage ORA-Error Exclusion List, perform the following tasks, and then click

Submit:

• To add another error for exclusions, click Add Row and type the error number and a
comment.

• To delete an error, select it from the list, and then click Delete. Click OK in the
confirmation dialog box.

5. When finished, click Cancel.

3.3.3 Configuring SMTP server settings
To receive email notifications, you must specify SMTP server settings and a port number for
the server that handles email sent from the Waters Database Manager. If authentication and
encryption are required for use of the SMTP server, you can enable these features on the
Configure SMTP server page.

Requirements:
• If encryption is required, you must enable authentication.

• If your SMTP server requires authentication, you must specify a username and password for
a user that has access to the SMTP server.

• If your SMTP server requires encryption, you must supply an SSL/TLS certificate.

To configure SMTP server and port settings:

1. Click Dashboard > Server > Administration > Configure SMTP Server and Port.
2. On the Configure SMTP Server and Port page, perform these tasks, and then click

Submit:

• In the SMTP Server field, type the IP address of the server.

• In the SMTP Port field, type the port number for the server.

• If authentication is required to communicate with the SMTP server, enable the check
box and provide the credentials to be authenticated.

• If SSL/TLS encryption is required to communicate with the SMTP server, enable the
check box, select the certificate file generated from the SMTP host, and then register
the certificate.

3.3.3.1 Configuring SMTP authentication

To configure SMTP authentication:

1. In the Security section of the Configure SMTP Server page, select the SMTP
Authentication check box.

2. In the Account Name field, specify the username.
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3. In the Password and Confirm Password fields, specify the password.
4. Click Submit.

3.3.3.2 Configuring SMTP encryption

To configure SMTP encryption:

1. In the Encryption section of the Configure SMTP Server page, select the SSL/TLS check
box.

2. Click Choose File and then browse to the SSL/TLS certificate.
3. Click Register the Certificate.

"Successfully registered certificate" appears at the top of the page.

3.3.3.3 Testing your SMTP server

To test your SMTP server:

1. Click Server > Control Files.
2. On the Control Files page, click Actions, and then select Download.
3. In the Download dialog box, do the following:

a. Select Email.

b. Type your email address, and then click Send.

Note: If you do not receive an email, check the email log, which is located in Server
> Email Queue and Server > Email log.

3.3.4 Enabling notifications in a user's account

To enable notifications in a user's account:

1. Click Dashboard > Application Admin.

2. From the Manage Application Users page, select a user account, and then click Edit .
3. From the Application User page, perform these tasks, and then click Apply Changes:

• In the E-Mail Address field, type a valid email address for the user account.

• In the Notifications field, select Yes.

3.4 Database file organization
This section describes the organization of the Empower 3.10.0 server and discusses server hard
drives and database file organization.

July 9, 2025, 715009803 Ver. 00
Page 33



3.4.1 Server configurations
The default configuration of the Empower 3.10.0 server uses four hard drives for storing these
items:

• Empower 3.10.0 application program files

• Empower 3.10.0 projects, including raw data files

• Empower 3.10.0 Oracle database files

• Empower 3.10.0 Oracle database backups

3.4.2 Database file organization
For detailed information on defining the basic database structure, see the latest version of
the Empower 3.10.0 Installation, Configuration, and Upgrade Guide (715009802). The spfile
and other parameters used during instance creation define the Empower 3.10.0 database. For
performance and reliability reasons, the Oracle archive logs, mirrored control files, and mirrored
redo logs are usually located on different high-performance physical disks. These locations are
defined when Empower 3.10.0 software is installed, based on your selections.

Note: Place the redo logs on high-performance disks such as solid-state drives, if possible.

For detailed information on the Oracle database files, see the latest version of the Empower
3.10.0 Installation, Configuration, and Upgrade Guide (715009802).

The Empower 3.10.0 database files are organized by default as shown in the following table. The
specified locations assume a standard installation of Empower Enterprise to the recommended
locations on a server with four physical drives. Replace all occurrences of WATn in the table with
your SID. The default SID is WAT19.

Tip: Recommended installation locations are listed in the Empower 3.10.0 Installation,
Configuration, and Upgrade Guide (715009802).

Table 3–2: Empower 3.10.0 application program and mirrored files

Drives Files

[install-drive]:\Empower\Bin The Empower software executable files.

[install-drive]:\Empower\Script The Empower 3.10.0 software scripts.

[install-drive]:\WatersCDSArchive2DB Set of mirrored archive logs used for database
recovery.

[install-
drive]:\WatersCDSMirrorDB\oradata\WATn

Control0n.ctl – Mirrored copies of the database
control files (where n equals 2 or 3).
Redo2n.rdo – Mirrored copies of the redo logs
(where n equals 1 to 4).
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Table 3–3: Empower 3.10.0 projects including raw data files

Drives Files

[rawdata-drive]:\Empower\Projects This directory is the default raw data location. It
contains a subdirectory for each project in the
database.

Tip: The project folder names viewed in this
directory do not always exactly match the
project names displayed in the Configuration
Manager when projects are part of a
project hierarchy, when there are non-English
characters in the project name, or when
projects were renamed.

[rawdata-drive]:\WatersCDSArchive1DB Set of mirrored archive logs used for database
recovery.

Table 3–4: Empower 3.10.0 Oracle files

Drives Files

[Oracle
drive]:\Empower\Oracle\diag\rdbms\WATn
\WATn \Trace

The Oracle alert log, which contains
information regarding database activity.

[Oracle drive]:\Empower\Oracle\Oracle19c\Bin The Oracle software executable files.

[Oracle
drive]:\Empower\Oracle\Oracle19c\Database

pwdWAT19.ora – The Oracle (not Empower)
password file.
SPFILEWAT19.ora – The server parameter file.
SNCFWAT19.ora – The Snapshot control file
required for RMAN recovery.

Restriction: Do not edit the password or
SPFILEWAT19.ora files.

[Oracle
drive]:\Empower\Oracle\Oracle19cClient\Netwo
rk\Admin

tnsnames.ora – The connection information for
the Empower 3.10.0 database.
sqlnet.ora – Oracle net configuration file.
listener.ora – Oracle listener configuration file.

[Oracle drive]:\Empower\Oracle\diag\tnslsnr\
[server name]\listener\trace

Listener.log – Information about database
connections.

[rawdata-
drive]:\WatersCDSMirrorDB\oradata\WATn

Control0n.ctl – Mirrored copies of the database
control files (where n equals 2 or 3).
Redo2n.rdo – Mirrored copies of the redo logs
(where n equals 1 to 4).
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Table 3–5: Empower 3.10.0 database files

Drives Files

[database-
drive]:\EmpowerDatabase\oradata\WATn
\<PDB name>

INDEX0n.DBF – The index tablespace data
files (where n is 1 to 9).
TEMP01.DBF – The temporary tablespace
data file.
SYSTEM01.DBF – The system tablespace
data file.
UndoTBS01.DBF – The undo tablespace data
file.
SYSAUX01.DBF – The sys aux tablespace
data file.
USERS0n.DBF – The user tablespace data
files (where n is 1 to 9).
CONTROL01.CTL – One copy of the database
control file.
REDO0n.rdo – The redo logs (where n is 1 to
4).

[database-drive]:\Empower\wdm\<PDB
name>\scripts

WDM script files.

[database-drive]:\Empower\wdm\<PDB
name>\scripts\logs

WDM and other script logs.

[database-
drive]:\Empower\oradata\EXTERNALTABLES

Message Center nearline messages files.a

a. Message Center messages are stored in the database. When the message center reaches 1.5 million entries, Empower
triggers a job to move the oldest 500k entries to an external table file in this folder. The file name is constructed as
ET_ddmmyyyy_1.dmp.

3.5 Configuring the Windows DBA account
Add the Windows user account as a member of the ORA_DBA group. If a non-administrator
needs to perform functions such as stopping and starting the database or listener services, they
must be part of the ORA_DBA group. When the user is already a member of a domain group,
such as Server Operators, you can add the group as a member of the ORA_DBA group. For
Windows Server, the local and domain administrators are automatically added as members of the
ORA_DBA group. To give a different user (or group) ORA_DBA privileges, refer to the following
procedure:
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3.5.1 Adding a user or group to the ORA_DBA group

To add a user group to the ORA_DBA group:

1. Right-click the Windows icon, and then click Computer Management.
2. In the Computer Management window, browse to System Tools > Local Users and

Groups > Groups.
3. In the right-hand pane, double-click ORA_DBA.
4. Click Add.
5. Take one of the following actions if the administrator account you are using to manage the

database is not already listed as a member, and then click OK:

• In the Select Users, Computers, Service Accounts, or Groups dialog box, click
Locations. If you are adding a pre-configured local user to the group, select the
Empower 3.10.0 database server name. If you are adding a domain user or group,
select the appropriate domain.

Requirement: To manage the ORA_DBA group you must have administrative access
to the local PC on which the ORA_DBA group exists.

• In the Select Users, Computers, Service Accounts, or Groups dialog box, type the
name for the user or group whose credentials will be used for database management
functions, and then click OK.

3.6 Shutting down and starting up the database
The Empower 3.10.0 database is set to start when you power-on the database server. You can
shut down the database by stopping the Oracle service (OracleServiceWATn).

Before stopping the Oracle service, use System Monitor to confirm that no users are currently
connected to the Empower 3.10.0 database. To start System Monitor, log in to Empower 3.10.0
software and select View > System Monitor from the Configuration Manager window.

3.6.1 Stopping the Oracle service

To stop the Oracle service:

1. Right-click the Windows icon, and then select Computer Management.
2. In the Computer Management window, expand Services and Applications, and then click

Services.
3. In the list of services, right-click OracleServiceWATn, where n varies with the database

version (the default for Empower 3.10.0 is WAT19, where n equals 19), and then select
Properties.

4. Click Stop. The database stops immediately.
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5. If the service does not stop, restart the server.

Note: To ensure that a service does not attempt to start automatically when the server is
restarted, change the Startup type to Disabled.

Requirement: When you are finished maintaining the database or server, you must reset
the Startup type of the OracleServiceWATn to Automatic.

3.6.2 Starting the Oracle service

To start the Oracle service:

1. Right-click the Windows icon, and then select Computer Management.
2. In the Computer Management window, expand Services and Applications, and then click

Services.
3. In the list of services, right-click OracleServiceWATn, and then select Properties.
4. Click Start.

3.7 Managing database user accounts
Empower 3.10.0 software uses Oracle database user accounts, such as Sys, System, and
C##WATERS_WDMVIEWS, to manage the database.

Recommendation: Reset user account passwords for the Oracle database after you install
Waters software, and then do so periodically, according to your organization's security policies
and standard operating procedures.

You can manage Oracle database user accounts by locking and unlocking them and resetting
user passwords. When you install Empower software, an operating system (OS) user account,
oraclejobs, is automatically created. This account provides Waters Database Manager (WDM)
with operating system access to run scheduled jobs, such as backing up the database and
running database scripts for the WDM application.

Note: For WDM to function properly, the following account passwords must match:

• The Operating System account password for oraclejobs must be set to never expire and
must match the WDM account password OS Job Password. If the Operating System account
password for oraclejobs expires, the WDM database backup jobs are not executed. If you
change the password for this account in the OS, change the password for this account (OS
Job Password) in WDM. If you change the password for this account in WDM, change the
password for this account in the OS.

3.7.1 Changing Oracle account passwords
You can change or reset Oracle account passwords any time after software installation.
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Reset the user account passwords after you install Empower 3.10.0 using the Waters Database
Manager application, and then periodically, according to your organization's security policies and
standard operating procedures. New passwords must be between 4 and 30 characters and can
contain only the following characters: [a-z][A-Z][0-9][~!#*_+-{}:?.].

Note: The Oracle Profile of the user you are modifying may impact which characters, length,
and other elements are allowable for the user's password. If uncertain, check which PROFILE
the Oracle user has, and what setting the PROFILE uses for PASSWORD_VERIFY_FUNCTION
(Server > Users and Server > Profiles in WDM).

3.7.2 Changing the Sys account password
After you change the Oracle Sys account password, you must immediately change the DBM
Script User Password to be the same. The DBM Script User account allows WDM to run
database scripts.

To change the DBM user account password:

1. From the Waters Database Dashboard, click Application Admin, and then click Manage
Application Configuration.

2. From the Application Configuration page, locate DBM Script User Password in the

Parameter column, and then click Edit .
3. From the Configuration Parameter page, type the new Sys password in the Password

field, type it again in the Confirm Password field, and then click Apply Changes.

3.7.3 Changing an Oracle user's password

To change a user's password:

1. Log on to the Waters Database Manager application.
2. From the dashboard, click Manage Oracle Database Users.

3. From the Users page, select a user account and click Edit .
4. From the Manage User page, perform these actions:

• In the Password field, type a new password for the account.

• In the Re-enter Password field, retype the password, and then click Reset. Passwords
are case-sensitive.

5. Click Reset Password.

3.7.4 Locking and unlocking Oracle accounts
You may need to lock an Oracle account to prevent its unauthorized use. You may also need to
unlock an Oracle account that was locked when an Oracle user exceeded the specified number
of attempts when typing a password.
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You may lock and unlock Oracle user accounts from the Waters Database Manager (WDM)
application.

See also: Waters Database Manager Help. WDM Help describes the steps you can perform to
lock and unlock Oracle accounts. Click ? to open WDM Help. Consult a Waters data specialist for
more details.

3.8 Record database information
The database name and identification number is on the Waters Database Manager application
dashboard in the Database Information group box. When you contact Waters Technical Support,
you must provide that information.

As soon as your database is built, record the following information:

• Unique database name

• Database ID

3.9 Add tablespace datafiles to the database
You can add tablespace datafiles to the database to increase storage for a datafile. Typically,
you would need to add storage to the User_Data or the Index_Data files. You add tablespace
datafiles by using Waters Database Manager.

3.9.1 Adding a tablespace datafile to the database

To add a tablespace datafile to the database:

1. Log on to Waters Database Manager.
2. From the Dashboard, click Server.
3. From the Server page, click Tablespaces (beneath Storage).

4. From the Tablespaces page, select the Manage Datafiles icon  to identify the
tablespace into which to add the datafile.

5. From the Manage Datafiles page, specify the following information:

• In the Initial Size field, enter a value, in megabytes, to specify the initial size of the
datafile.

• In the Maximum Size field, enter a value, in megabytes, to specify the maximum size
of the datafile.

• In the Increment By field, enter a value, in megabytes, to specify by how much the
datafile can be incremented each time more space is needed.

July 9, 2025, 715009803 Ver. 00
Page 40



• If OMF (Oracle Managed File) is selected, Oracle creates the file in the OMF
destination with a file name generated by Oracle.

• If OMF is not selected, enter the fully qualified name of the datafile that you want to
create.

Recommendation: Unless the disk containing the other datafiles for this tablespace is
full, you should create the new datafile in that location. You can view the location of the
datafiles by clicking Server > Storage > Datafiles.

Note: If you do not specify the path, the data file is created in this directory:
Empower\oracle\oracle19c\Database folder.

6. Click Add.

Recommendation: Contact Waters Technical Support for assistance before adjusting
datafile storage.

3.9.2 Adjusting the datafile size limit automatically
You can adjust the storage settings of data files by increasing or decreasing their size limits.

Recommendation: Contact Waters Technical Support for assistance before adjusting datafile
storage settings.

To allow the datafile size to grow automatically to a maximum size:

1. On the Datafiles page, in the File Name column of the table, locate the data file you want to
modify, and then, in the first column, click Adjust Storage Settings.

2. On the "Adjust datafile storage settings" page, do the following:
a. Ensure that the Enable/Disable Auto-Extend check box is selected.

b. In the Increment By field, specify the number of megabytes by which the storage
space is increased when the data file reaches its initial limit.

c. In the Maximum Size field, specify a value, in gigabytes, to define the maximum
size of the data file.

3. Click Apply.

Tip: To disable extending datafile size limit automatically, clear the Enable/Disable Auto-
Extend check box.

3.9.3 Adjusting the datafile size manually

To adjust the datafile size manually:

1. On the Datafiles page, in the File Name column of the table, locate the data file you want to
modify, and then, in the first column, click Adjust Storage Settings.

2. On the "Adjust datafile storage settings" page, do the following:
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a. Clear the Enable/Disable Auto-Extend check box.

b. Click Apply.

c. In the Resize To field, specify a value, in gigabytes, to define the maximum size of
the data file.

3. Click Apply.

3.10 Archiving alert logs
The Oracle alert log (Alert_WATn.log) is a file that Oracle uses to log important database
information. The file continually grows larger, and if it becomes too large, it can adversely affect
system performance. Archive the alert log on a regular basis so that it does not become so large
as to cause problems.

To archive the alert log, move it from
[Oracle drive]:\Empower\Oracle\diag\rdbms\WATn\WATn\Trace and [Oracle
drive]:\Empower\Oracle\diag\rdbms\WATn\WATn\alert to your storage location.

Tip: Once you move the alert log, a new one is recreated automatically.
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4 Managing Empower subscription
licenses

Starting with Empower 3.8.1, Empower software can consume licenses that allow renewal when
the term expires. Empower software supports a mixed-licensing environment and continues to
support existing perpetual licenses.

Restriction: Versions of Empower software prior to Empower 3.8.1 do not accept subscription
licenses.

For a full discussion of Empower software licensing, see the Read Me: Waters SW License
Management and Empower documentation (715002703).

4.1 License expiration monitoring and notifications
When a license validity period expires, Empower software correspondingly restricts access to the
respective instrument systems, users, or software functionality.

Additionally, Empower software provides a few tools for Administrators and users with the
Manage Licenses privilege to monitor the status of subscription licenses.

Recommendation: To ensure that the license expiry warning messages receive attention,
Waters recommends that your company enable at least one non-Administrator Empower account
that has the Manage Licenses privilege.

Table 4–1: Tools to monitor subscription license status

Tool Information

Waters Licensing
Wizard

The Show Licenses page uses red characters to identify the licenses
that expired or are due to expire within the next 90 days.

Empower System
Monitor

The left-hand pane displays a summary of licenses that expired or are
soon to expire. This information is available for all Empower software
users.

Message Center Records warning messages on the number of licenses, per license
type, that are due to expire within the next 90 days. This information is
also available with the View Message Center for All Users privilege.

Empower login screen A message appears once every three days for licenses that are due to
expire within the next 90 days.
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Table 4–1: Tools to monitor subscription license status (continued)

Tool Information

Email notifications Email notifications inform software managers and users with the
Manage Licenses privilege that Empower licenses are due for
renewal.

Tip: To ensure that you receive Waters emails appropriately, set the
correct Email System Policies in Empower software.

4.2 Renewing Empower subscription licenses
When Empower subscription licenses expire, you can renew and reactivate them retaining the
same serial number and the same installed license with an updated expiry date using the
Empower License Management Wizard.

Requirement: The renewal of dependent software licenses, such as Empower System or
Method Validation Manager (MVM) User licenses, requires an active Base license for Empower
or MVM, respectively.

The Empower license renewal process involves these tasks:

1. Initiate a license renewal request to create a renewal request file.
2. Use the renewal request file to obtain the license renewal file on the Waters website.
3. Reactivate the renewed licenses using the license renewal file.

4.2.1 Initiating a license renewal request
Empower Administrator accounts and user accounts that have the Manage Licenses privilege
receive prior email and software notifications when Empower licenses are due for renewal.

To initiate a license renewal request:

1. Log on to the computer using an account that is part of the local Administrators group.
2. From the Windows Start menu, click Start > Empower > Waters Licensing Wizard.
3. Log in to the Waters Licensing Wizard as an Empower software user that has the

Administrator or the Manage Licenses privilege.
4. On the Waters Licensing Wizard menu page, click Renew licenses.
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Figure 4–1: Waters Licensing Wizard - Renew licenses

5. On the Renew licenses page, select Request license renewal, and then click Next.
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Figure 4–2: Request license renewal

6. On the Create license renewal file page, browse to the location where you want to store
the renewal request file, and then click Next.

Note: You must supply the renewal request file on the Waters website to obtain the
license reactivation file.
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Figure 4–3: Create license renewal file

7. On the Renewal request file created page, click Finish.
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Figure 4–4: Renewal request file created

4.2.2 Obtaining the license renewal file
In this phase, you upload the renewal request file to the Waters License Activation Center
website and download a license renewal file.

Requirement: You must have a waters.com account to log on to the Waters licensing web
page.

1. Log on to the Waters website. If you do not have an account, create one.
2. From the Waters License Activation Center, using the renewal request file you created

previously, select the parameters to renew the desired licenses, and then proceed to
download the license renewal file.

Note: This file is different from the RenewalRequest.lic file and it includes updated expiry
dates for all subscription licenses that you renewed.

3. Copy the LicenseRenewal.lic file to a location accessible to your Empower computer. You
must supply this file on that computer to reactivate the renewed licenses.

4.2.3 Reactivating renewed licenses
Reactivate renewed licenses in the Waters Licensing Wizard based on the License Renewal file
you downloaded from the Waters License Activation Center website.
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To reactivate renewed licenses:

1. Log back in to the Waters Licensing Wizard with an Empower software user that has the
Administrator or the Manage Licenses privilege, and then click Renew licenses.

2. On the Renew licenses page, select Activate renewal licenses, and then click Next.
Figure 4–5: Activate renewal licenses

3. On the Select license renewal file page, perform these tasks:

• Browse to the location of your LicenseRenewal.lic file and select it.

• Click Next.
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Figure 4–6: Select license renewal file

4. Review the list of successfully renewed license serial numbers, and then click Close.
Figure 4–7: Successfully renewed licenses

5. On the License renewal complete page, review the entire list of active licenses on your
system, and then click Finish.
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Figure 4–8: License renewal complete
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5 Managing Empower software

5.1 Configuring a database net service name
You must configure a database net service name (previously called a database alias) on
each client and LAC/E device to connect to the Empower database, unless you are using the
TNS_ADMIN environment variable. A database net service name is a name for an individual
Empower database. This name appears in the Database field of the Empower Login page.

Tip: The TNS_ADMIN variable points to the tnsnames.ora file. A tnsnames.ora file contains the
list of Empower databases that can be accessed by the client or LAC/E device.

Use the following procedure to create a new database net service name or modify an existing net
service name.

Requirement: All Empower client, LAC/E, and Empower Services nodes involved in a data
acquisition job must point to the same database identifier in the individual tnsnames.ora files, or
use the TNS_ADMIN environment variable.

Notes:
• If you install Empower Services on a node other than the Empower Server you must apply

this procedure to the Empower Services node also. Otherwise, apply the following steps to
Empower Client and LAC/E installations only.

• This procedure is not applicable to Empower Personal Workstation or Empower LAC/E device
with RapidDeploy software installations.

To configure a database net service name:

1. Select Start > Empower > Waters Net Configuration Assistant.

Alternative: Click Start and type Waters Net Configuration Assistant.

2. On the Waters Net Configuration Assistant utility, click the first row to edit the column
details.

3. In the Alias column, type the name for the database alias.

Example: WATWIN2022R2
Rule: The database alias must begin with a character, not a number.

4. In the Server Name column, type the computer name or IP address of the database
server.

5. In the Service Name column, type the database service name. The database service
name is the same as the PDB (pluggable database) name of the current server installation.
By default, the PDB name is EMPPDB1.
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Tips:
• If you do not know the service name, you can find it using the Listener Configuration

on the database server. The Listener Configuration is disabled on the client. To perform
the inspection on the database server, click Configuration > Listener Configuration.
The Waters Net Configuration Assistant displays the Alias, Hostname, Service Name,
and Port for the PDB.

6. In the Port Number column, ensure that the default port selection is 1521.

7. Click Save.

Result: The tnsnames.ora file is created.
8. Select the row, right-click, and then select Test.
9. In the Change Login dialog box, verify that the username System and password are

pre-populated, and then click OK.

Note: You can obtain the default Oracle System password from your local Waters support
representative.

10. When the connection test is successful, click OK.
11. If the newly configured name is not available in Empower, create a WATNAMES.ora file

that contains the database alias of the database in the tnsnames.ora file. Save this file to
the C:\Empower\Script folder.
Figure 5–1: WATNAMES.ora file content

Figure 5–2: WATNAMES.ora file location
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Result: When you log in to Empower 3.10.0 from a client, the database alias name
is automatically populated in the Login dialog box if the service name prefix is EMP.
Otherwise, you must type the name of the database in the Database field in the Empower
Login dialog box.

5.1.1 Configuring a shared tnsnames.ora file
After you create the tnsnames.ora file, you can create a Windows share, copy the tnsnames.ora
file to the Windows share, and then set the tns_admin variable to the Windows share on each
Empower client and LAC/E device that is connected to the database.

Note: If you install Empower Services on a node other than the Empower Server, you must also
set the tns_admin variable to the Windows share on the Empower Services node.

To configure a shared tnsnames.ora file:

1. Locate the drive installed with the Oracle program files and browse to the
Empower\Oracle\Oracle19cClient\Network\Admin directory.

2. Locate the tnsnames.ora file, right-click the file, and then click Copy.

Requirement: If you have multiple Empower 3.10.0 Database servers, add them to
the tnsnames.ora file using the Waters Net Configuration Assistant prior to copying the
tnsnames.ora file. For information about using the Waters Net Configuration Assistant, see
the latest version of the Empower 3.10.0 Installation, Configuration, and Upgrade Guide
(715009802).

3. Browse to the raw data drive:\Empower\Projects directory and paste the tnsnames.ora file
into the folder, or you can copy this file to the share you configured.

Recommendation: Place the share in the same directory that holds Empower raw
data. If you use custom directories, set the share permissions exactly as described in the
"Configuring projects directory" section of the Empower 3.10.0 Installation, Configuration,
and Upgrade Guide (715009802).

5.2 Logging in to Empower software as the default
administrator

Empower 3.10.0 software comes with a default system user account that does not require a
named user license. After you create and initialize a custom Empower user with an assigned user
type that includes the Administrator privilege, you can disable, but not delete, this default system
user account from Empower 3.10.0 software.

To log in as the default system administrator:

1. Select Start > Empower > Empower.
2. In the Empower Login dialog box, do the following, and then click OK:
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a. Specify System as your username and Manager as your password.

Tip: The username and password are not case sensitive.

b. Select the net service name (database alias) for your Empower server.

Result: The Empower Pro window appears with the name of the database and the
logged-in user. The first time you log in to Empower software, you are prompted to select
the time zone for the node and to set up system policies and projects.

Important: If you are logged in to Empower 3.10.0 software, and then you log out
and leave some of its applications running (such as Configuration Manager), a Running
Empower Applications message box appears. This message box reminds you that the
applications remain open and offers the options of leaving them in a locked or unlocked
state. If you leave them in an unlocked state, a user without the required access privileges
can log in and use the open applications as if they were you, assuming your access
privileges, regardless of whether their user type grants those privileges.

5.2.1 Changing the Empower system user account password
Change the Empower 3.10.0 system user account password the first time you log in, and then
periodically, to maintain system security.

Requirement: You must be logged into Empower with an account that has Administrator
privileges to perform this procedure.

To change the System account password:

1. In Configuration Manager, select the Users view.
2. In the right-hand pane, select System.
3. Right-click System, and then select Properties.
4. In the General tab, type the new password in the New Password and Confirm New

Password boxes.
5. Click OK.

5.2.2 Changing the database password
The Empower 3.10.0 software database is password-protected. Waters recommends that you do
not change this password unless the security protocol of your organization requires this.

Note: This is the password used by Empower to access the Empower database. To change user
database access passwords, use Waters Database Manager (See Waters Database Manager
online Information System).

Recommendations:
• If your organization’s policy requires you to change this password, be certain to change it

properly from the Configuration Manager window.

• If you change the database password, restart all Empower nodes.
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Restriction: Do not change this password directly in Oracle. Follow the procedure below
exactly as it is written.

To change the database password:

1. Save any unsaved results and ensure that no Empower users are actively connected to the
database (for processing or for acquiring data).

2. Close all open applications except Configuration Manager and the Empower Pro window.
3. In Configuration Manager, select View > Database Properties.
4. In the Database Properties dialog box, click Change Database Password.
5. In the Change Password dialog box, type the old password and the new password.
6. Confirm the new password by retyping it, and then click OK twice.
7. Restart all Empower nodes.

5.3 Managing Empower RapidDeploy software
The LAC/E device with Empower RapidDeploy software, Empower Client and Empower Services
use REST services for communication in the Empower Enterprise architecture. Mutual Transport
Layer Security (mTLS) certificates provide a secure foundation for the REST communications.

5.3.1 Renewing mTLS certificates
REST communication within the LAC/E device with Empower RapidDeploy software environment
requires both Server and Client certificates installed on all three communicating nodes: the
LAC/E device with Empower RapidDeploy software, Empower Services, and Empower Client.

The certificates may be provided within a customer Public Key Infrastructure (PKI) or as
self-signed certificates generated using the Empower Certificates Generator app supplied with
Empower software. The creation and installation of certificates is described in the Empower
3.10.0 Installation, Configuration, and Upgrade Guide (715009802).

The self-signed certificates generated using the Empower Certificates Generator app have a
limited lifetime that is defined by configuration in the EmpowerCertificatesTool.exe.config file. The
parameter is key="GeneralCert.ExpireAfterYears". The default value for this parameter is 100
years, but it can be set to a value in accord with your own security policies.

When certificates expire, new certificates generated using the Empower Certificates Generator
app can be installed to replace the expired certificates. The new certificates may be generated
using the same Root CA private key.

Recommendation: When new certificates are generated, the Empower Certificates Generator
app offers to overwrite the existing (date-stamped) folder. However, Waters recommends that you
create a new folder.
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5.4 Managing raw data files
Use the Manage Raw Data Files option of Empower > Configuration Manager to configure
additional paths on your system in which to store raw data on a per-project basis. By default,
when Database is hosted on a Windows Server, project raw data files are stored on the Empower
Server in the RawDataDrive:\Empower\Projects directory. However, you can specify any valid
share on a computer in your network that is running WatersService. The specified directory need
not reside on an Empower 3.10.0 server, although the WatersService service must be running on
the computer where the path is located. For information on installing the WatersService service,
see “Installing a File Server” in the Empower 3.10.0 Installation, Configuration, and Upgrade
Guide (715009802).

You can change the location of raw data to another computer using the Manage Raw Data Files
capability, as long as the WatersService service is present on that computer.

Note: Data is buffered locally on the LAC/E device or acquisition client when, for any reason,
the computer storing the project raw data (\\servername\Waters_Projects$, by default) is not
available on the network.

5.4.1 Adding a raw data share

To add a raw data share:

1. In Configuration Manager, select View > Manage Raw Data Files.
2. In the Manage Raw Data Files dialog box, from the File Service list, select the name of the

file service running on the computer on which you want to store your data.

Tip: To add a file service, click Add File Service, type the node name for the new file
service, and then click OK.

3. Click Add Raw Data Share.
4. In the Add Raw Data Share dialog box, type the share name and click OK.

Result: If the share does not already exist, a dialog box appears, allowing you to specify
the directory path for the share.

When the share is created, the default permissions are applied. The permissions vary
depending on operating systems. To ensure proper functionality and security, you must set
the permissions on the raw data folder exactly as described in the latest version of the
Empower 3.10.0 Installation, Configuration, and Upgrade Guide (715009802).
When creating a new project, specify the raw data path on the Name Entry page of the
New Project Wizard. You can also move existing project data to a different raw data share.
The three Empower 3.10.0 software privileges associated with this capability are Create
Project Path, Specify Project Path, and Change Project Path. Users must have the
appropriate privilege to use the various aspects of this feature.

Exception: If a raw data path being used by a project is removed, the path no longer
appears on the list in the Manage Raw Data Files dialog box. However, the project’s
existing and newly acquired data continue to use the removed raw data path.
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Recommendation: Do not remove a share that is in use.

5.4.2 Moving project raw data files
To move project raw data to a new data directory, in Configuration Manager, right-click the project
and select Move Project Data. For more information, see the Empower online Information
System.

Recommendation: When moving large amounts of data, do not use the Move Project Data
utility. Instead, modify the project’s raw path using Move Project Data, and then manually move
the files using operating system commands.

5.4.3 Viewing the current raw data paths
By default, the column listing the directories containing project raw data does not appear in the
Configuration Manager Projects table. You can add this information to the table by creating a
view filter.

To display the current raw data paths for projects:

1. Log in to Empower as an administrator.
2. In Configuration Manager window, click Projects.
3. In Configuration Manager window, click Edit View.
4. In the View Editor dialog box, double-click Directory to add it to the view filter.
5. In the View Editor dialog box, click Save As.
6. In the Save current View Filer dialog box, enter a name for the view filter, and then click

Save.

5.5 Using the System Monitor
The System Monitor application allows you to monitor system usage. Information such as which
users are accessing which projects, systems, and processing servers appears in tabular form.
The following four views are available:

• Users

• Systems

• Projects

• Processing

License availability information appears in the left-hand pane of the System Monitor, which
displays the total number of licenses used compared to the total number of licenses available,
by license type (User, System, and Instrument Control), and the number of computers (nodes)
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actively connected to the database for Empower Enterprise and Workgroup configurations. For
each license type, the following formula applies:

Number of available licenses = (total number of licenses activated) – (total number of licenses
used)

Empower software uses an instrument catalog to define the list of instruments that you can
use and to verify which third-party instruments in your system require instrument control
licenses. Before you upload an instrument catalog to the database, System Monitor displays
only information on user and system licenses.

Note: To bring a chromatographic system online, all instruments that are part of the
chromatographic system must be listed in the instrument catalog, and all instruments that require
instrument control licenses must have activated licenses. If you have trouble bringing a system
online, you may need to update the instrument catalog, and then activate the appropriate third-
party instrument control license. Waters instruments do not require instrument control licenses.

Download the latest version of the instrument catalog from the Waters License Activation website
https://www.waters.com/activate/licenseintro.htm, and then upload it to the Empower database
using the Waters Licensing Wizard.

To access System Monitor:
Select View > System Monitor from the Configuration Manager window.
For more information on System Monitor, see the Empower online Information System.

5.6 Empower software releases
Waters periodically issues Empower software releases to provide enhanced software
functionality, address existing issues, and offer critical updates. With an active Waters Software
Maintenance Plan, Empower software releases are available for download from the Waters
Digital Software Delivery and License Entitlement platform (see Obtaining Waters software and
software updates (Page iii)). You must install these releases according to the instructions set forth
in their associated release notes.

Notes:
• As of mid-2022, the distribution of Empower software media is digital only.

• As of December 2024, Waters Instrument Driver software is available only from the Waters
Digital Software Delivery and License Entitlement platform.

Tip: To determine the Empower version currently installed, select Start > Empower > Empower
Installation Log.
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6 Database backup and recovery

Recommendation: Periodically test your Empower backups to ensure that the backups are
working correctly and according to your organization’s standard operating procedures for failure
recovery.

6.1 Backing up the database
Database backups play an important role in disaster recovery. They help you restore a database
to its previously backed up state.

Backing up the Empower database employs backup jobs that are available to be enabled in
Waters Database Manager on an Empower server. If the database backups ran successfully and
are available, you can recover your database to the point in time of the last database backup.

Important: When creating a backup plan for your Empower Server, you must ensure that Raw
Data Files directories, the Nearline Messages (ExternalTables) directory, and the ewallet.p12 and
cwallet.sso files are included. These files are essential to your restored database (data) integrity
and must be backed up in sync with the database.

The database backup process typically compresses a database, reducing its size by 50 percent.

6.1.1 Size of the database backup area
The default location for database backups is called the Fast Recovery Area (FRA) and the default
directory for the FRA is [drive used for the installation]:\Empower\Oracle\Fast_Recovery_Area.
You can change the default location. However, it must be large enough to accommodate two
times the size of one full backup. The software does not delete an obsolete backup until it
confirms that the current one is complete. Online, incremental backups also include archive logs.

A database backup generates a time-stamped log file that includes details about individual steps
of the backup process. See topic Viewing a database backup (Page 66).

By default, the Waters Database Manager backup retention policy is set to Redundancy 1, which
means one full backup set (full backup and incremental backups) is kept in the FRA. When a new
full database backup (level-0) run completes, previous backups are removed from the database
backup location.

The WDM configuration item Archive Redo Log Deletion Policy specifies how many times an
archive log file is included in a database backup before it is removed. By default this variable is
set to "None" and Archive logs are removed when a new backup is made.

Important: If you alter the redundancy, ensure that the FRA can accommodate the total size of
all backup files.
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6.1.2 Configuring database backup schedules
When you install Empower 3.10.0 software on a server, default database backup schedules are
installed but not enabled. You can enable these scheduled backups or you can create your own
in the Waters Database Manager application.

Level-1 incremental backups are daily incremental backups, which are created if the Archive log
mode is set to active. During database backups, the database is online and available for use
(users can log on to the software and acquire data).

See also:
• Waters Database Manager Help. WDM Help describes all the features and functions you can

perform in the Waters Database Manager. Click ? in the application to open WDM Help.

• Scheduling database backups (Page 63).

6.1.3 Backing up Message Center nearline messages
When the Message Center reaches 1.5 million entries, Empower moves Message Center
nearline messages to an external table file. These files are stored in the EXTERNALTABLES
directory, which is identified in the EMPOWER_EXT_DIR Oracle directory path.

To preserve the relationships between raw data files and external tables, you must back up and
restore the Message Center nearline messages files in sync with the database.

When you configure the Empower database backup, enable the Extended Backup Feature
of Waters Database Manager to include in your backup strategy the files located at the
EMPOWER_EXT_DIR Oracle directory path.

6.1.4 Backing up the raw data files
When a scheduled database backup runs, you can configure the backups to include your project
raw data files. To do so, on the Manage Backup Settings page in the Waters Database Manager
application, select the Enable Extended Backup Feature check box, and then specify the location
where the raw data files will be backed up in the Extended Backup location.

Important: If you do not select the Enable Extended Backup Feature check box in the Waters
Database Manager application, ensure that you back up all files in the location where the project
raw data files are stored using some other procedure.

Requirement: You must back up the raw data files at the same time as the WDM database
backups.

See also: Manage backup settings (Page 64)

6.1.4.1 Raw data files backup location
The raw data files backup location can be a local path or network share to which the OracleJobs
Windows account of the Empower Server must have write access.
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Restriction: The location cannot be a mapped network drive and the path name cannot contain
spaces.

6.1.5 Protecting database backups
If you enabled Empower default database backup schedules to perform daily online backups
using the Waters Database Manager, then ensure that you protect them. Copy the database
backup folders daily, including the raw data files, to a network share or storage array.

You can take these actions to ensure that the backups are protected:

• Configure corporate backup solutions to access the contents of the database backup location.

Note: If the WDM backups are not configured to back up raw data files, ensure that both the
raw data files and the database backup are backed up using the corporate solution.

• Use Windows Scheduler to create a task to copy the contents of the database backup folders.

• Move the database backups and the copy of the raw data files off the server and onto other
media as soon as possible. Follow your company’s standard operating procedures for data
archival.

• Do not store database backups in the same location as the original database files. If the
physical drive becomes corrupted, you could lose both sets of files. If you store backup files
in a location other than the one used for the original files, the backup files remain unaffected
and backup performance may also improve.

Note: Always ensure that the ewallet.p12 and cwallet.sso files are present in your backup folder
and the files are copied to any secondary location along with the other backup files.

6.1.5.1 Copying database backups
If you schedule a task to copy the database backup folders, ensure that the task runs at a time
other than that of the scheduled backup.

Run the scheduled task after the estimated completion of the backup. Consult the database
backup log in the WDM to determine the amount of time it takes to complete a database backup.

Note: The time it takes to complete a database backup increases as the size of the database
increases.

6.1.5.2 Testing backups

Recommendations:
• Periodically test your database backups media sets to ensure that the backups are working

correctly and according to your organization’s standard protocols for failure recovery.

• Maintain a separate instance of Empower on another server to use as a test server and verify
your backups by restoring them on the test server.
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6.2 Scheduling database backups
When you install Empower software, database backup schedules are automatically configured
but not enabled. You can use these default-scheduled backups or create your own. The Manage
Scheduled Backups page in the Waters Database Manager (WDM) application displays the
default-scheduled backups.

Empower software configures three backup schedules by default on a server.

Backup schedule Description

First full, level 0 Full database backup that you should run once manually, immediately
after software installation

Full, level 0 Full database backup that runs once a week

Increment, level 1 Incremental backup that runs once a day

To create a new scheduled backup, see Waters Database Manager Help.

Recommendations:
• Before you schedule a new backup, consult a Waters data specialist. You can modify, disable,

enable, or delete backup schedules.

• Waters recommends that you do not delete or disable the scheduled backups during software
installation. If you do so, ensure that you have an alternative backup strategy in place.

• Waters recommends a weekly full backup and a daily incremental backup.

• If you have a very large database and a full weekly backup takes too long, contact Waters
Support for information.

• Best practice is to configure all WDM-related backups to use the same folder. This is simpler
to manage. All files required to restore the system are backed up to only one folder, reducing
the risk that required files will be missed.

Note: If you have a very large database and a full weekly backup takes too long, an alternative
Copy Incremental backup type is available. This backup type requires just one full backup and
incremental backups forever after that. The full backup is uncompressed and takes less time to
rum. For information, contact Waters Support.

Important: If you are operating in a Windows environment and manually backing
up your database (not using Waters Database Manager), you must also back
up the Oracle wallet files (EWALLET.SSO and CWALLET.P12). These files are
required to restore the database from backup. You can find these files on
the media, in the folder location <OracleBase>\admin\<SID>\wallet\tde (for example,
D:\Empower\Oracle\admin\WAT19\wallet\tde).
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6.2.1 Enabling a scheduled backup job

To enable a scheduled backup job:

1. From the Waters Database Manager Dashboard, click Manage Scheduled Backups.
2. From the Manage Scheduled Backups page, select the Scheduled Backups you want to

enable, and then click Edit Definition.
3. Click Enable, and then click Apply Changes.

6.2.2 Disabling a scheduled backup job

To disable a scheduled backup job:

1. From the Waters Database Manager Dashboard, click Manage Scheduled Backups.
2. From the Manage Scheduled Backups page, select the Scheduled Backups you want to

disable, and then click Edit .
3. Click Disable.

6.3 Manage backup settings
This section concerns settings you can adjust in Dashboard > Manage Backups > Manage
Backup Settings.

You can manage the backup settings by configuring disk settings and the backup policy. You can
change the location of the database backup by changing the Disk Backup Location. When you do
so, these settings affect all future backup jobs.

Requirement: If you want to back up your project raw data files, you must select the Enable
Extended Backup Feature check box and then specify the location where the raw data files are
backed up. If you do not select this method to back up your raw data files, use an alternative
backup method.

6.3.1 Modifying disk settings
You can modify the following disk settings:

• Parallelism

• Disk Backup Location

• Enable Extended Backup Feature

• Extended Backup Location
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To modify the disk settings:

1. From the Manage Backup Settings page, click Disk.
2. From the Disk Settings page, change these settings as needed:

• In the Parallelism field, type a value to increase CPU threads for the backup
processes.

Note: Depending on the number of CPUs on the database server and how many
threads each can support, you may want to increase this setting from the Empower
installation default value of 2. More threads mean greater CPU utilization (to a limit)
and faster jobs. Demand for CPU increases with compression level for backups,
but it also depends on data and instrument types in use and other factors affecting
CPU demand, such as the Empower database being in use concurrently with
the backup. For an empirical approach, monitor CPU usage during backup and
consider increasing the value to increase CPU utilization for faster backup. Revisit
the setting quarterly because your needs and environment may change. For more
information, see https://docs.oracle.com/en/database/oracle/oracle-database/19/bradv/
configuring-rman-client-basic.html.

• In the Disk Backup Location field, type a new path for the database backup location
to change the location of the database backup. The disk backup location is the FRA by
default, or you can specify a different directory.

• To back up your project raw data files, select the Enable Extended Backup Feature
check box.

Note: Although the extended backup feature may take some time to run, it preserves
the relationships between Raw Data Files and External tables, which are stored in the
database.

• In the Disk Backup Location Limit field, type the maximum amount of disk space
allowed for backups. This limit affects the Copy incremental backup type only.

Requirement: If you selected the Enable Extended Backup Feature check box, type
the location where the raw data files are backed up automatically when scheduled backups
are run. The OracleJobs Windows account must have write access to the raw data file
backup location. The location cannot be a mapped network drive, and the path name
cannot contain spaces.

6.3.2 Changing the backup policy
You can change the backup policy settings, such as the backup location.

Notes:
• The control file is also backed up to this location.

• Previously backed-up files will remain in the original location.

• You must confirm, after changing the location, that files are actually being backed up to the
new location.
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To change the backup policy:

1. From the Waters Database Manager Dashboard Manage Backup Settings page, click
Policy.

2. From the Policy page, change these settings as needed:

Backup Policy Description

Autobackup Automatically backs up the control files.

Optimize Optimizes database backup by copying only those files that
changed.

Retention Policy Specify how many database backups you want to retain:

• Retain all backups.

• To Redundancy (keep a particular number of full backups
based on the number specified in the Backups Redundancy
field).

• To Window (keep a particular set of backups based on the
number of days specified in the Days Recovery Window
field).

Archive Redo Log
Deletion Policy

Define how often you want to delete archived redo logs:

• None (Archived redo logs are deleted if they were transferred
to a destination specified in LOG_ARCHIVE_DEST and
backed up to disk or labeled obsolete by the backup retention
policy.)

• Delete archived redo log files. Delete archived redo logs
only after they are backed up based on a particular number of
times that you specify.

Recommendation: Delete archived redo logs after they are
backed up at least once. Type 1 in the after been backed up
specified number of times field.

Automatically deleting archived logs increases available disk
space.
Automatically deleting archived logs increases available space in
the FRA.

6.4 Viewing a database backup
Important: Always review the results of your database backup jobs for errors, completeness,
and accuracy. Before you assume that the backup was successful and delete the project, confirm
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that the log file does not contain errors and that it contains the statement "Export terminated
successfully without warnings."
You can view the results of a database backup by reviewing log files. If the database backup
failed, review the log files to determine the cause of the problem.

If you are also backing up the raw data files, review the PostBackupCmd-<date/time> log file
located in the <database drive>:\Empower\wdm\<PDB name>\scripts\logs directory and ensure
that there are no errors.

To view the results of a database backup job:

1. From the Waters Database Manager Dashboard, click Manage Backups > Scheduled
Backups.

2. From the Backup Schedules page, click View Run details  (in the Log column) next to
the backup job you want to view.

Result: The Status column displays the run details for past runs in the selected backup
schedule.

3. To open the log file associated with a specific backup job, click View backup log file .

Result: The Backup Run Details page lists the results of the scheduled database backups
that ran.

Figure 6–1: Database backup log file example

Table 6–1: Backup run details

Backup details Definition

Log file Contains detailed information about the backup job

Log date Date the log was generated

Status Status of the database backup: succeeded or failed

Error number If database backup failed, the error code associated with the failure
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Table 6–1: Backup run details (continued)

Backup details Definition

Reg start date Date and time the database backup was scheduled to occur

Actual start date Date and time the database backup ran

Run duration Amount of time, in seconds, that it took the backup to run

CPU used second CPU usage, in seconds, for the database backup

Errors Errors written to the OS error stream

6.5 Changing the database backup location
When you install Empower software on a server, the default location of database backups is
[Oracle drive]:\Empower\Oracle\fast_recovery_area. After installing Empower software, change
the location of your database backups to a different local drive with adequate available storage.

To change the location of your database backups:

• The new location to store your database backups must exist. Ensure that this location can
accommodate the number of copies of the database backups you want to retain.

• Ensure that there are no active database backups running.

• Ensure that the oraclejobs user can write to this location.

6.5.1 Changing the location of the database backups
When you change the location of the database backups, the datafiles are backed up to the new
location.

Notes:
• The control file is also backed up to this location.

• Previously backed up files remain in the original location.

To change the location of the database backup:

1. Log on to the Waters Database Manager application.
2. From the Dashboard, click Manage Backups, and then Manage Backup Settings.
3. In the Disk Settings tab of the Manage Backup Settings page, type the new location of the

database backup files in the Disk Backup Location field, and then click Submit.
4. From the Manage Backup Settings page, click Policy.
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5. In the Archived Redo Log Deletion Policy field of the Policy tab, specify how often
you want to delete archived redo logs from the flash recovery area (FRA), and then click
Submit.

Recommendations:
• Make a note of the new location.

• After changing the location of the database backups, verify that the location of the
database backup files changes to the new location with the next backup run.

• If you want to recover the database, after changing the backup location, you must
specify the new location of the backup files to restore in the recovery script.

See also: Restoring the database (Page 69)

6.5.2 Verifying that the location of the database backup files was
changed

To verify that the location of the database backup files was changed:

1. Log on to the Waters Database Manager application.
2. From the Dashboard, click Manage Backups, and then click View Backup Settings.

Recommendation: Run a full backup by enabling the First Full Level 0 backup job.
When you do so, all previous full and incremental backups are deleted and a new, full
database backup is created in the new location. This creates a new backup set. You can
use the full backup, and the incremental backups run subsequently as a set to restore your
database back to the point of the last incremental backup.

See also: Scheduling database backups (Page 63).

When the full backup job ends, verify that the backed up data files (.bkp), control files (files
that begin with the letter "c"), and the wallet files (CWALLET.SSO and EWALLET.P12)
reside in the new location. View the backup log for error messages.

See also: Viewing database backups (Page 66).

6.6 Restoring the database
Recommendation: Contact Waters Support (Page iii) before restoring your database.

If you lose your server, you can restore the database by
running the Restore_Full_DatabaseEmp.bat script located in the [Oracle
drive]:\Empower\Oracle\BackupRecoveryScripts folder. The restoration process replaces all data
files, control files, and tablespaces from the most recent backup. Any changes made since the
last backup are lost.

Notes:

July 9, 2025, 715009803 Ver. 00
Page 69



• To restore the database, you must be able to access the backed up Oracle database files and
the backed up project raw data files.

• If the computer name has changed on the restoration machine, ensure that the raw data path
in Empower and the TNSnames file are updated to reflect this.

• The backup location configured in the system backup must exist in the restore system, even
if that is not the location of the backup files you are restoring from, and even if that location is
empty.

After you restore the database, you must restore your project raw data files. If you specified that
you wanted to back up your project raw data files in Waters Database Manager (Backup and
Recovery > Backup Settings > Disk Settings), you can restore them using a batch file. You
must also specify where the project's raw data files are stored in the WDM application.

6.6.1 Disaster recovery
If your server is inoperable, you must install Empower software on new hardware following
the procedures outlined in the Empower 3.10.0 Installation, Configuration, and Upgrade Guide
(715009802), and then restore the database.

Note: If restoring to a new server, ensure that the drive structure is the same as that of the
server from which the backup originated.

As stated in the guide, Waters recommends that you copy the database backup folders and raw
data backup folders daily to a network share or storage array.

Requirement: The path indicating the location of the folder to which you copied database
backups must not contain spaces in the path name.

To restore the database in case of a disaster, follow the instructions
in the file Instructions_to_run_Recovery_script_Empower.txt, located in the
AdministratorScripts\BackupRecoveryScripts folder on the Empower 3.10.0 media.

When you run this script, you must provide the information listed in the
Restore_Full_DatabaseEmp.bat parameters table. Upon completion, this script restores the latest
full database backup and the incremental backups.

Table 6–2: Restore_Full_DatabaseEmp.bat parameters

Parameter Description Details

restoreDir Location where all
backups are copied

Location where full and incremental backups are
copied.

Example: F:\All_backups

Tip: This location should be different from the
current local backup location, and it should not
be the current Fast Recovery Area (FRA).

control_file_path Latest control file name
with full name

Location of the latest control file.
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Table 6–2: Restore_Full_DatabaseEmp.bat parameters (continued)

Parameter Description Details

Example:
F:\All_backups\C-2839594718-20160906-0B

DBID CDB database
identifier

The CDB database ID.

Tip: The control file name also contains the
database ID number.

Example: C-2839594718-20160906-0B. The
database ID is the first group of digits after C-
(2839594718).

isDisasterRecovery Disaster recovery: true
or false

True means your server is inoperable. You must
install Empower software on a new server, and
then restore the database.
When you restore the database for all other
situations, disaster recovery is false.
False restores the database to the point of
failure.

sysPassword Sys user password The password for the Oracle Sys user account.

Before you restore the database, perform these tasks:

• Copy the latest control file backup to the FULL_backup folder.

• Identify the database ID.

• Ensure that the CWALLET.SSO and EWALLET.P12 files are in the same location as the
control file.

• Identify the Sys user account password.

• Ensure that the database starts.

• Identify the location of the RAW data backups (for disaster recovery situations only).

• Identify the recover_DF.BAT script within the Raw data backups\Backupscript folder.

• In the case of disaster recovery, recreate the file shares.

6.6.2 Copying incremental database backup files
Up to six incremental backups may have taken place since your last full database backup. Copy
the files from these incremental backup folders to the latest FULL_backup folder.

Tip: You can copy both the full and incremental backup files to the same folder, or you can copy
the backup files in their original folders, keeping the original folder structure intact.
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To copy the latest incremental backup:

1. Browse to the network location where the database backups are stored.
2. Copy all the incremental backups that follow a full backup into the FULL_backup folder.
3. Sort the files by name and identify the control file backup with the most recent timestamp

and suffix.

6.6.3 Restoring the database
When you run the Restore_Full_DatabaseEmp.bat file, the database is restored from the location
where all backups are copied.

To restore the database:

1. Open an administrator's Command prompt, type Restore_Full_DatabaseEmp.bat,
and provide this information:

• Location where all backups are copied (folder name)

• Location of the latest control file (full file path including folder name)

• Database ID (identified in the control file)

• In the event of a disaster recovery, type true; otherwise, type false
• Sys user account password

Example: Restore_Full_DatabaseEmp.bat F:\All_backups
F:\All_backups\C-2839594718-20160906-0B 2839594718 true <syspassword>

2. When the restoration process ends, restart Waters services on the server.
3. Review the restore log for any Oracle or RMAN errors, which is relative to the folder from

which you ran file Restore_Full_DatabaseEmp.bat (<restore folder>\logs).

Tip: Some of the ORA- and RMAN errors are expected; expected error numbers are noted
at the end of the log file.

4. After disaster recovery, you must perform these tasks:
a. Create a folder with the same name as the raw data backup folder.

b. Copy the Raw data files mimicking the <your backup location>\projects\<share
name> folder structure.

c. Open an administrator's Command prompt and, from the <your backup
location>\projects\backupscript folder, run the recover_DF.bat script.

Requirement: Before running the script, open the recover_DF.bat script and ensure that
the source location is correct.

Result: The database and the project's raw data files are restored to their original
location.

5. When recovery is complete and before you run any new backup jobs, delete all files from
the \<Rawdata backup>\Backupscript folder.
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Requirement: Delete these files prior to running any new backup jobs. If you fail to do
so, the next time you run a run backup job, it will not back up any new Raw data files.

6. Log in to Empower and ensure that all projects are present.
7. Verify that all Raw data files are present in the Raw data share location.
8. Log in to Waters Database Manager and enable the first full level 0 database backup.
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7 Troubleshooting

This chapter provides guidelines for isolating and correcting system-level problems that can
occur with the Empower 3.10.0 Enterprise or Workgroup system. It describes possible symptoms
and corrective actions for both hardware and software problems.

7.1 Isolating problems
Isolating the problem is the first step in troubleshooting. Because the necessary procedure
depends on system type, this chapter provides general instructions for isolating a problem.

Keep in mind the following recommendations when attempting to isolate a problem:

• Develop a systematic troubleshooting strategy.

• Confirm simple things first, such as cable connections and privileges.

• Try to reproduce a symptom and note all steps leading up to the problem.

• Make only one change at a time to identify the cause of the problem.

• Software problems in the Empower software application can generate an Empower error
message. If no message appears, or if you cannot log in, it could be a setup problem.

• For an instrument control problem, disconnect the device in question from the acquisition
device and, if possible, control the device from its front panel. If the device does not
respond as expected when programmed from its front panel, the problem might be within
the instrument, not the Empower system.

• Inspect the Empower Message Center for errors.

• Inspect the operating system’s Event Viewer for errors.

Record all system problems and troubleshooting activities in the System Problem Log.

Note: Use the Steps Recorder program from Windows to record the exact steps you take when
a problem occurs. You can then send this report to a support professional to help you diagnose
the problem.

7.2 Reporting problems
Before you contact Waters technical assistance, ensure that you have adequately investigated
the problem. If the corrective actions listed in this chapter do not solve the problem, collect all
your troubleshooting information, the System Problem Log, and relevant technical manuals, and
then contact Waters.
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When you contact Waters, be ready to offer the following information:

• Software support plan number

• A description of the symptoms

• An accurate assessment of the problem’s severity; for example, system down, server
down, PC down, PC client not connecting to server, printer printing unusual characters, or
occasional malfunction

• When the problem started; whether it is intermittent, reproducible, or constant; and whether it
is data-related or account-related

• The specific sequence of events leading to the problem

• Whether the system was recently modified, new hardware or software was installed, or
maintenance was performed

• Actions you took to correct the problem

• Version information for:

• Empower 3.10.0 (obtain the build number from Start > Empower > Empower
Installation Log)

• Windows operating system software (use the System applet in Control Panel for the
software version)

• Waters HPLC/UPLC devices and instruments (to obtain ICS/ICF Software Driver versions,
see the Empower 3.10.0 installation log — C:\Windows\Empower.log — or use the Verify
Files utility; for firmware versions, see Configuration Manager > Node > Export to Text)

• Basic configurations and serial numbers of the hardware components involved

• Examples of printouts

• User manuals for the components

Be prepared to perform these tasks:

• Swap cables, if you have not already tested cables

• Email hard-copy documentation of the problem

Recommendation: Ensure that you call from a location close to the system in question. Your
Waters Technical Support representative can help you more effectively if you have access to the
system while you are on the telephone.

7.3 Buffering and data recovery problems
Empower 3.10.0 software provides data buffering and recovery to safeguard your acquired data
in the event of a server or network failure. If the LAC/E device or the acquisition client loses its
connection to the Empower 3.10.0 database or to the file server storing the project’s raw data, or
in the case of Empower RapidDeploy environments, connection to the Empower Services node,
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the acquisition continues uninterrupted and Empower 3.10.0 stores the acquired data temporarily
on the LAC/E device or acquisition client’s hard drive, on the drive where the Empower 3.10.0
program files are installed. When the network connection is restored, the LAC/E device or
acquisition client resumes sending the locally stored data to the appropriate server or servers.

Note: In the LAC/E device with Empower RapidDeploy software environment, the Empower
Services node is a vital network intermediary in connection to the Empower Database. Empower
Services failure could be the reason why a RapidDeploy node cannot connect to the Empower
Database.

Tip: Buffering occurs automatically and is usually due to a network problem, but it could be
caused by a bad or disconnected cable or an incorrectly configured environment.

See also: Managing raw data files (Page 57)

7.3.1 Reconnecting while buffering
During normal data acquisition, chromatographic data currently being acquired are stored in
the \Empower\InstrumentServer directory on the LAC/E or other acquisition device. Empower
software then moves the data acquired to the file server. Buffering occurs when communication
between the LAC/E device and the file server or database server is interrupted. During data
buffering, the LAC/E device stores the buffered data files locally. On reconnection, recovery
may occur after each injection or after each sample set depending on the Recovery Options
parameter specified in Empower Node Configuration, either After Injection Recovery or After
Sample Set Recovery. Empower software attempts to reconnect to the server after each injection
in a sample set in one of the following ways:

• If the acquisition device reconnects, then the buffered data is copied over the network to the
appropriate location or locations. The software then deletes the buffered data files on the
acquisition device’s hard drive, buffering stops, and normal acquisition continues.

• If data are still buffering after acquisition of a sample set or a single injection is complete,
the acquisition device confirms the appropriate network connection every 10 minutes
(approximately) until the connection is restored, at which time the data are copied to the
appropriate location, and then deleted from the acquisition device.

The appropriate network connections must be intact before you can acquire a sample set. When
acquisition of a sample set begins, the Empower 3.10.0 software downloads all methods required
to complete data acquisition to the acquisition device. This downloading sequence must end
before acquisition can begin, and is necessary if subsequent buffering is required.

7.3.2 Continuing acquisition while buffering
While buffering, acquisition continues for the remainder of the sample set. During buffering:

• Acquisition continues in Run Only, Continue on Fault mode.

• The real-time plot does not always appear in Run Samples.
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• You cannot see the buffered data in the Review window.

• A red letter “X” appears superimposed over the disk icon in the Run Samples window. (This
icon is present in the status bar in the lower right-hand corner, next to the clock.)

When the network connection is restored and normal acquisition resumes, these conditions no
longer apply; however, acquisition of the sample set continues in Run Only mode.

7.4 Disconnecting dead connections
Sometimes you receive the server busy message when you try to move project data or
manually archive projects, because the LAC/E device is running with no active connections. This
happens when the LAC/E device is turned off unexpectedly, as with a power failure.

Look at the Projects tab in System Monitor to determine whether you need to disconnect
processes. You can also automatically inspect for dead connections by editing the sqlnet.ora file.

To automatically disconnect dead connections:

1. Log in to the database server.
2. In Notepad, from Oracle Home, open the sqlnet.ora file.
3. Type the following commands:

sqlnet.authentication_services = (NTS)
sqlnet.expire_time=X
where X equals the number of minutes, such as 10, after which you want the database to
inspect for dead connections.

Important: If you set this parameter too small, such as two minutes, it can affect
database performance.

4. Restart the database server.
5. Inspect the System Monitor to ensure that all processes are clear.

7.5 Software problems
The following topics list symptoms, possible causes, and suggested corrective actions for general
software problems.

7.5.1 System performance degraded

Possible cause Corrective action

Not enough free disk space. In Windows Explorer, view the properties of the drives
used to confirm free disk space. Archive or delete files

July 9, 2025, 715009803 Ver. 00
Page 77



Possible cause Corrective action

if disk space is low (see Managing the server disk
space (Page 25)).

Not enough contiguous free disk space
(disk fragmentation).

Defragment the drive: Perform a backup and restore all
hard disks or use the OS disk defragmenter.

7.5.2 Errors when confirming disk status

Possible cause Corrective action

Network is down (NAS).
Services are not running.
Firewall settings were modified.

See Windows documentation.

7.5.3 Client cannot connect to the database

Possible cause Corrective action

Server is down. Restart the server.

Listener is not running. Restart Listener.

To restart the Listener:

1. Select Start, click the down arrow to display
the Apps page, point to Empower, and select
Waters Net Configuration Assistant.

2. From Waters Net Configuration Assistant, click
Configuration > Listener Configuration.

3. To start the Listener, click Start.

Tip: You can also Stop the Listener and obtain
the Listener status.

Client configuration problem. Verify that the entries in the client’s tnsnames.ora
file are correct and that the TNS_ADMIN variable is
pointing to the correct share.

Network problem. Ensure that the network cabling is properly connected.
Use the Windows TCP/IP utility on the client to ping the
server.
When routing, ensure that the default gateway is set
properly.
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7.5.4 Client cannot connect to Run Samples on the LAC/E device

Possible cause Corrective action

User does not have appropriate
privileges.

From the client, ensure that the user is logged in to the
correct domain relationship.

7.5.5 No results are created during Run and Report or background
processing

Possible cause Corrective action

Cannot locate the Empower path. See the Empower Message Center for more
information.

The TNS_ADMIN variable references
a Win2022 or Win2025 Enterprise
database server with improperly
configured security settings.

Refer to section 4 in the latest version of the Empower
3.10.0 Installation, Configuration, and Upgrade Guide
(715009802).

7.5.6 The “No COM connection” error occurs when attempting to
connect to an acquisition device

Possible cause Corrective action

The Waters Service is not running
or the acquisition device is not in a
domain relationship.

If not running, start the Waters Service. (If the Waters
Service is not on the list of services in the operating
system, call Waters Technical Support.) Ensure that the
acquisition device is part of the same Active Directory
as the node from where it is being called. If using
more than one Active Directory, enable two-way trust
between them.

7.5.7 Client in another domain cannot access Empower resources

Possible cause Corrective action

Domain trusts are not set up. Ensure that there is a two-way trust between domains,
or create an account in the Empower domain
specifically for that user.
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7.5.8 Run not starting, database fetch error, or connect error

Possible cause Corrective action

Incorrect database alias for LAC/E
device

Confirm that the DB aliases defined on the LAC/E/
Acquisition Client/Empower Services match those
defined on the Empower Client.

7.5.9 The LAC/E device began acquisition in buffering mode

Possible cause Corrective action

Mismatch of database service names
between clients and LAC/E device

Standardize tnsnames.ora file.

7.5.10 Client cannot see chromatograms or create or delete projects

Possible cause Corrective action

The computer is not part of the domain;
the logged-in OS user is not a domain
user with the right permissions.

See the latest version of the Empower 3.10.0
Installation, Configuration, and Upgrade Guide
(715009802).

Tip: To view or test the share, in Configuration
Manager, select View > Manage Raw Data Files.

Firewall exceptions are not set properly. See the latest version of the Empower 3.10.0
Installation, Configuration, and Upgrade Guide
(715009802).

7.6 Acquisition node problems
The troubleshooting tables in this section include symptoms, possible causes, and suggested
corrective actions for problems with the following components:

• Acquisition node

• Printer

• Citrix

• Remote Desktop Services (RDS)

If the troubleshooting procedures in this section do not correct the problem with your system,
see the manual shipped with the hardware and perform the recommended test and diagnostic
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procedures. If you discover a problem that requires repair of a component, refer to your
maintenance agreement for the appropriate support organization to contact.

See the Empower online Information System for additional troubleshooting information,
maintenance procedures, and status messages.

7.6.1 Troubleshooting the LAC/E device
The following topics list symptoms, possible causes, and suggested actions for troubleshooting
the LAC/E device.

7.6.1.1 Failure to connect to LAC/E device over the network or through Empower
software

Possible cause Corrective action

Incorrect LAC/E device
configuration

Confirm that the LAC/E device is in the correct network domain.
Confirm configuration of all network parameters.

Network card not
functioning

Call Waters Technical Service.

Firewall exceptions not
set properly

See the latest version of the Empower 3.10.0 Installation,
Configuration, and Upgrade Guide (715009802).

7.6.1.2 Data files not available for review because they were not copied to the database
server

Possible cause Corrective action

Waters Service not
running on database
server or file share
server

By default, Waters Service does not run on the database server or
the raw data file server. For the file share server, set Waters Service
Startup to Automatic (Delayed Start), and then start the service.
Wait up to 10 minutes for the data file upload to complete before
reviewing files. Consult Waters Technical Service for assistance.

Note: If you are experiencing issues following use of the QDa Tune
Page, ensure that WatersService is restarted.

General networking
failure

Contact Waters Technical Service.

7.6.1.3 Cannot see print resources from Run Samples

Possible cause Corrective action

Print queues not
registered.

Register print queues on the LAC/E device or acquisition client.
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Possible cause Corrective action

Windows 10: Select Start, point to Empower, and select Register
Empower Node Printers. You can perform this procedure remotely
using Windows Remote Desktop Connection.
Windows 11: Neither LAC/E device nor acquisition client are
supported on Windows 11.

7.6.1.4 Could not recover all sample set data when performing a run on the LAC/E device

Possible cause Corrective action

Network cable was
removed, causing data
buffering.

The TNS_ADMIN variable inhibits recovery after removal of a network
cable. Use a local tnsnames file, and then upload sample set data.

7.6.2 Troubleshooting a LAC/E device with Empower RapidDeploy
software

The following sections list symptoms, possible causes, and suggested actions for troubleshooting
a LAC/E device with Empower RapidDeploy software.

7.6.2.1 LAC/E device with Empower RapidDeploy software fails to connect over the
network or through Empower software

Possible cause Corrective action

Empower Services is not running. Start the Empower Services.
If the Empower Services fails to start, consult the
Windows system event viewer for error messages.
In the case of Certificate errors, refer to the section
mTLS Certificate issues prevent connection (Page
83).

Note: The Empower Services is installed by default
on the Empower Database Server. The service is
registered but not started and the a startup type is
set to disabled. However, the Empower Services may
optionally be installed on an alternative node.

Acquisition Controller is not running. Start the Acquisition Controller.
If the Acquisition Controller fails to start, contact your
system administrator or consult the Event Viewer for
error messages. In the case of Certificate errors,
refer to the section mTLS Certificate issues prevent
connection (Page 83).
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Possible cause Corrective action

The Empower Services or Acquisition
Controller end point port number in
appsettings is not consistent with the
value in the database.

The port numbers of the Empower Services and
Acquisition Controller end point values specified
in appsettings (default values 7001 and 5001,
respectively) must match the respective values in the
database. For further information about appsettings
see the Empower 3.10.0 Installation, Configuration,
and Upgrade Guide (715009802).

The Empower Services host cannot be
found (Empower Services is running).

Consider that access to the Empower Services
host may be blocked by firewall restrictions
either on the Empower Services host or the
wider network. Verify also that the registry entry
(EmpowerServicesEndPoint = https://{nodeName}:
{portNumber}/), which is created during RapidDeploy
software installation based on user input (default
value portNumber=7001), is present and correct.
Otherwise, investigate the problem as a DNS issue.

The Acquisition Controller host cannot be
found (Acquisition Controller is running).

Consider that access to the Acquisition Controller
host may be blocked by firewall restrictions either on
the Acquisition Controller host or the wider network. If
this is not the case, investigate the problem as a DNS
issue.

7.6.2.2 mTLS Certificate issues prevent connection

Possible cause Corrective action

General.
mTLS Certificate issues may prevent
connection. Empower Services or the
Acquisition Controller may fail to start
due to mTLS Certificate issues.

In all such cases, first consult the Event Viewer
for error messages. Empower displays a general
message: Certificate validation error.
Contact your system administrator or
consult the log file for details. More
specific information is provided in both the log file
(for example, Client Certificate is not yet
effective.) and the Event Viewer. The log file entry
provides information for corrective action.

Notes:
• Each node that has Empower RapidDeploy

software installed creates mTLSlocal log files
in ..\Empower\Logs\AppsLogs, the file name
structure is Waters-<AppName>-<ProcessID>-
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Possible cause Corrective action

<Date dd-mm-yyyy>.log (for example, Waters-
cmgr-4128-11-10-2024.log).

• Where Certificate issues relate to configuration
in the appsettings file, refer to Empower 3.10.0
Installation, Configuration, and Upgrade Guide
(715009802) for further information.

The certificate information in
appsettings is absent or not consistent
with information in the certificates.

The appsettings JSON files of Empower Services,
Acquisition Controller, and Empower Client contain the
following fields:

• SubjectServer/SubjectClient/SubjectCA

• StoreName/StoreNameClient/StoreNameCA

• StoreLocation/StoreLocationClient/
StoreLocationCA.

These fields identify the certificates to the Empower
Services, Acquisition Controller, and Empower Client
applications. Their values must be non-blank, correctly
identify the certificates you are using, and match the
values of corresponding fields in the certificates.

Note: Server and client certificates for
the Emopwer Client, Empower Services, and
Acquisition Controller nodes are stored in Local
Computer\Personal\Certificate on the respective
nodes.

For further information about appsettings, see
Empower 3.10.0 Installation, Configuration, and
Upgrade Guide (715009802).

Root or intermediate certificate load
failure.

• Verify (as above) that the fields in the appsettings
files of the Empower Services, Acquisition
Controller, and Empower Client correctly identify
the certificates you are using.

• Verify that the certificates have been imported in
the "Local Machine" certificate store in the correct
location, which is Local Computer\Trusted Root
Certification Authorities\Certificates.

• Verify that the effective date range of the certificate
includes the current date; non-effective certificates
are not loaded.
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Possible cause Corrective action

For further information about appsettings, see the
Empower 3.10.0 Installation, Configuration, and
Upgrade Guide (715009802).

No access to certificates. Verify that the user has permission to access the
certificate's private key.

Note: The Empower Services and Acquisition
Controller use mTLS certificates for authentication.

Invalid server certificate. Verify that the "SubjectServer" and "SubjectCA" fields
in the appsettings are non-blank and that they
correspond to the certificate's name present in the
"Subject" property, identified by "CN=" (default values
are "Empower Server" and "Empower Root CA",
respectively) in the server certificates. For further
information about appsettings, see the Empower
3.10.0 Installation, Configuration, and Upgrade Guide
(715009802).

Server Authentication (Server
Authentication value) not found.

The certificate is not correctly configured. The
Enhanced Key Usage property is not correct. Ask for
IT or Waters GSS support.

Missing or incorrect value in Subject
Alternative Name.

The Subject Alternative Name property in the server
certificate must correctly identify the local machine and
the certificate's name (CN property). See the Empower
3.10.0 Installation, Configuration, and Upgrade Guide
(715009802) for more information.

Server and client certificate not derived
from the same trust anchor.

Verify that the Thumbprint number on the Root
CA Certificate from the machine having the Server
Certificate matches the same field from the machine
having the Client Certificate. If these are different,
you must either generate a new set of certificates
(as described in the Empower 3.10.0 Installation,
Configuration, and Upgrade Guide (715009802)) for all
machines and replace them in the Certificate Store or
generate a new certificate using an existing Root CA.

7.6.2.3 Empower Certificates Generator error conditions
The following sections list symptoms, possible causes, and suggested actions for troubleshooting
errors that may occur when using the Empower Certificates Generator.
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7.6.2.3.1 Cannot create folder

Possible cause Corrective action

The system does not have the required
write permission to access the selected
storage location.

Grant write permission to the system user.

The absence of a storage location. Create a new storage location, and choose this new
storage location for saving the Server and Client
certificates.

7.6.2.3.2 Folder already exists

Possible cause Corrective action

There is already a folder on the current
date with generated certificates.

1. Overwrite the folder.

2. Delete the already existing folder and regenerate
the certificates.

7.6.2.3.3 Cannot load .pfx file

Possible cause Corrective action

Incorrect password related to Root CA
private key file.
Log File message: ERROR Message:
The specified network password is not
correct.

Provide the correct password (identical to the one set
when the Root CA certificate was generated).

Invalid Root CA private key file.
Log File message: ERROR Message:
Certificate is NOT a CA certificate.

Select a valid .pfx file that contains a certificate of type
Root CA..

7.6.2.3.4 Cannot log user in – not in administrator group

Possible cause Corrective action

The user account used to log in to the
Empower Certificates Generator is not
part of the Administrator group.

To log in to the Empower Certificates Generator,
use an account that is part of either the Domain
Administrators group or the Local Administrators group.

7.6.2.3.5 Cannot load validity period

Possible cause Corrective action

Missing or invalid value (not in range 1
to 1000) of

Specify a valid period in the range 1 to 1000 years
(default 100).
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Possible cause Corrective action

"GeneralCert.ExpireAfterYears"
property in the
EmpowerCertificatesGenerator.exe.con
fig file.

7.6.2.3.6 Root CA private key password requirements not met

Possible cause Corrective action

The password does not meet the
criteria for a password required by
the application, or is not identical in
both fields (Password and Confirm
Password).

Type a valid password. The password must have a
minimum eight characters with at least one uppercase,
one lowercase letter, one number and one special
character. Exactly re-type the value in the Confirm
Password field.

7.6.2.3.7 Password to secure the certificates, requirements not met

Possible cause Corrective action

The password does not meet the
criteria for a password required by the
application.

Type a valid password. The password must have a
minimum eight characters with at least one uppercase,
one lowercase letter, one number and one special
character. Ensure that the password matches that in
the Confirm Password field.

The password is no different from the
one set for root CA private key.

Set a valid password that is different from the
password set for root CA private key.

7.6.3 Troubleshooting Citrix problems
Table 7–1: Troubleshooting Citrix problems

Symptom Possible cause Corrective action

When using Citrix
Web interface to
access Empower
3.10.0 software, local
drives and directories
are not accessible
as options when
you perform tasks
that enumerate the
local drives, such

This behavior is related to the response
given to the File Security - Citrix online
plug-in dialog box that appears the first
time a user performs a task that requires
enumeration of the local drives. For
example, when projects are backed up
or restored, or when methods or reports
are exported. If at any time No Access
was selected in this dialog box, Citrix Web
interface users cannot access the client
local drives on that workstation.

Contact Citrix support
or search the Citrix
Knowledge Center (http://
support.citrix.com).

July 9, 2025, 715009803 Ver. 00
Page 87

http://support.citrix.com/
http://support.citrix.com/


Table 7–1: Troubleshooting Citrix problems (continued)

Symptom Possible cause Corrective action

as backing up and
restoring a project.

When restoring a
project from a Citrix
client, one or more
of these behaviors is
observed:

• Restore wizard
response is
delayed and the
window status is
sometimes Not
Responding

• Project hierarchy is
not restored

• Project restoration
fails

Projects to be restored are local on the
Citrix client.

When restoring from a
Citrix client drive, ensure
that the client is part of
a domain that has some
trust relationship with the
Citrix server and is logged
in to that domain. The
restore operation can fail
if the client and the server
reside in separate domains
with no trust relationship.

7.6.4 Troubleshooting Remote Desktop Services problems
Table 7–2: Troubleshooting Remote Desktop Services problems

Symptom Possible cause Corrective action

When using Remote
Desktop Web Access
to access Empower
3.10.0 software, local
drives and directories
are not accessible
as options when
you perform tasks
that enumerate the
local drives, such
as backing up and
restoring a project,
copy/paste libraries,
or when methods or
reports are exported.

The issue occurs because the Empower
application uses the SHBrowserForFolder
function, which invokes a legacy shell folder
browser dialog. This dialog, originating
from Windows 95, is not fully compatible
with modern Windows Shell features,
particularly in Remote Desktop Services
(RDS) environments.

To avoid this issue, Waters
recommends using the
drives that are available
directly on the Remote
Desktop Session Host
server—the same server
where the Empower Client
is installed. These drives
are fully supported and will
allow you to browse and
select folders without any
problems.
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7.7 Troubleshooting procedures

7.7.1 Evaluating Windows error messages
System messages from the Windows operating system and its various utilities share a similar
format. Take note of the information in the message or capture an image of the error message.

For additional information, click ?, Help, or press the F1 key.

For more information about Windows operating system and utility error messages, see the
Microsoft Windows Operating System Help or the Microsoft website (https://www.microsoft.com/).

7.7.2 Evaluating Empower software error messages
Empower software application status and error messages appear in the Message Center on the
client. For details on the Message Center error messages, see the Empower online Information
System.

If you need to contact Waters about an error message (see Contacting Waters (Page iii)), note
the particular error and document the steps required to re-create the error before doing so.

7.7.2.1 Evaluating Oracle errors
For information about Oracle system and utility error messages, contact your Waters data
specialist.

Important: To avoid compromising the functionality of Empower 3.10.0 software, requiring its
re-validation, do not modify database objects in response to Oracle error messages. Contact your
Waters data specialist before implementing any database changes.

If you need to call Technical Support (Page iii) about an Oracle error message, note the particular
error and document the steps required to re-create the error before contacting Waters.

7.8 Additional help
For additional Empower 3.10.0 system troubleshooting help, consult the following documentation:

• Empower online Information System (Empower Online Help)

• Windows Help

• Windows Event Viewer

• Hardware documentation shipped with your system hardware

• Operator’s guides for detectors, pumps, autosamplers, and other components of the
chromatography system

• Empower 3.10.0 Release Notes (715009740)
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• Empower 3.10.0 Installation, Configuration, and Upgrade Guide (715009802)

• www.waters.com

• support.waters.com

• Waters Technical Service

If the actions suggested here fail to correct a problem, consult Reporting problems (Page 74),
and then contact Waters for assistance.

Customers in the US and Canada can report problems to Waters Technical Service
(800-252-4752). Others can call their local Waters subsidiary or Waters corporate headquarters
in Milford, Massachusetts (USA) or visit www.waters.com.
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A Log forms

This appendix provides sample forms for logging important system information.

Tip: When sending log files to Waters Technical Support, you can scan or print the forms to PDF
and combine them into one PDF file, or you can save them as a compressed (Zip) file. You can
then email the file to Waters Technical Support. If you send a compressed file, include WATZIP in
the subject line.

A.1 Database initialization parameters
Table A–1: Database initialization parameters

Parameter Database
instance

Comment

Oracle SID

Oracle
Database
Domain

Oracle
Application
Drive

There is only one copy of Oracle program files.

Empower
Oracle
Database

Called DB_DIRECTORY in Oracle Database Configuration
Assistant (DBCA).

Empower
Projects

You must create unique Share Names for each instance.

Empower
Program Files

There is only one copy of the Empower Program files.

Mirrored
Directory

Called DB_MIRROR in DBCA.

First Archive
Directory

Called DB_ARCHIVE in DBCA.

Second
Archive
Directory

Called DB_ ARCHIVE2 in DBCA.
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Table A–1: Database initialization parameters (continued)

Parameter Database
instance

Comment

Memory
Allocation

Step 8 of 9 in DBCA. Confirm that the memory allocation is
divided sufficiently for each instance. Ensure that you reserve
enough memory for the operating system.

Character Set Must be WE8ISO8559P1.

Tip: To confirm that the database uses the correct character
set, open the alert log file and search for the line Database
Characterset is WE8ISO8559P1.

A.2 Database storage information (Control files)
Tip: If you need additional space, attach suitable documentation.

Table A–2: Control files

Parameter Database
instance

Comment

Control File 1

Control File 2

Control File 3

A.3 Database storage information (Tablespace)
Tip: If you need additional space, attach suitable documentation.

Table A–3: Database storage information

Parameter Database instance Comment

Index_Data Tablespace

SYSAUX Tablespace

SYSTEM Tablespace

TEMPORARY _DATA
Tablespace

UNDOTBS1 Tablespace

USER_DATA Tablespace
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A.4 Data file information
Record the tablespace name, and then record the path and size for each file.

Table A–4: Data file log

Tablespace name Database instance Comment

 

 

 

 

 

 

 

 

 

 

 

A.5 Data file information (Redo_logs)
Table A–5: Redo logs

Parameter Database instance Comment

Redo Log Group 1

Redo Log Group 2

Redo Log Group 3

Redo Log Group 4

A.6 Disk space usage log
Table A–6: Disk space usage log

Date/initials Drive Free disk space Date/initials Drive Free disk space
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Table A–6: Disk space usage log (continued)

Date/initials Drive Free disk space Date/initials Drive Free disk space

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A.7 Database backup log
Table A–7: Database backup log

Date/initials Database
disk

Storage media description
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Table A–7: Database backup log (continued)

Date/initials Database
disk

Storage media description

 

 

 

 

 

 

 

A.8 Full disk backup log
Table A–8: Full disk backup log

Date/initials Drive volume name Media label Backup set name
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A.9 System service log
Table A–9: System service log

Date/initials Service performed Service provider

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A.10 System problem log
Table A–10: System problem log

Date/initials Problem description Corrective action
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Table A–10: System problem log (continued)

Date/initials Problem description Corrective action

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A.11 Hardware service information sheet
Hardware technical support/repair terms:

Name of service company:

Address:

Telephone number:

Contact person:

Service access number:

Service contract expiration date:
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A.12 Software service information sheet
Software technical support/repair terms:

Name of service company:

Address:

Telephone number:

Contact person:

Service access number:

Service contract expiration date:
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